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MNMpeaucnosue

Llenu n npuHuunel ctaHgapTusaumm B Poccunckon ®enepauumn yctaHosneHsl degepanbHbiM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-d3 «O TexHU4EeCKOM perynmpoBaHuny, a npaBuna NpMMEHEHNs1 HauVOHambHbIX
ctaHgaptoB Poccuiickon ®egepaunm — FOCT P 1.0—2004 «CtaHpaptmnsaums B Poccunckon ®enepauuu.
OCHOBHbIE MOMNOXEHUSA»

CBepgeHusio cTaHpapTe

1 NOAIrOTOBJIEH ®epepanbHbiM rocygapcTBEHHbIM yupexaeHnem «locyaapCTBEHHbIN Hay4HO-
nccrnegoBaTenbCKUM UCNbITaTENbHbIA UHCTUTYT NPOONeM TEXHUYECKOW 3alLmTbl MHpopMaLummn degepanbHON
CNyX0bl N0 TEXHNUYECKOMY U 3KCMOPTHOMY KOHTposto» (PIY « THUNN MT3N ¢CTIK Poccum») n Obiectsom ¢
OorpaHM4YeHHON OTBETCTBEHHOCTbI0 «HayyHo-npomssoacTBeHHas dupma «Kpuctanny (OO0 «HIMP «Kpuc-
Tanmn») Ha 0CHOBe COBCTBEHHOIO ayTEHTUYHOIO NepeBofa CTaHaapTa, yKka3aHHOro B MyHKTe 4

2 BHECEH YnpaBneHnem TEXHUYECKOro perynmpoBaHus 1 ctaHgaptusauun degepanbHOro areHTcTea
MO TEXHUYECKOMY PETYNMPOBAHMIO U METPOSOTN

3 YTBEPXOEH WV BBEOEH B JEMCTBUE [MMpukaszom ®enepanbHOro areHTCTBa No TEXHUYECKOMY
perynupoBaHuio u MeTposnorun ot 27 gekadbps 2006 r. Ne 375-ct

4 HacTtoswmi ctangapTt ngeHtuyeH mexagyHapogHomy craHgapty MCO/M3K 27001:2005 «MHdopma-
LUMoHHas TexHonorus. Metoabl U cpegcTBa obecneveHuns 6esonacHocTu. CUCTEMbl MEHEAXMEHTa MHOpMa-
uMoHHon B6esonacHocTu. TpeboBaHusa» (ISO/IEC 27001:2005 «Information technology — Security techni-
ques — Information security management systems — Requirements»).

Mpu NpMMeHeHUn HaCcToSLWEro cTaHgapTa PEKOMeHAYETCS UCNOMNb30BaTb BMECTO CChINTIOYHOMO MEXAy-
HapOAHOro cTaHAapTa COOTBETCTBYIOLWUIN eMy HauMOoHanbHbIM cTaHaapT Poccuinckon deaepauun, ceegeHums
0 KOTOpPOM MNpvBeAeHbl B AONOMHUTENbHOM NpuoxeHun D

5 BBEJEH BINEPBbIE

UHpopmayusi 06 UMeHEHUSIX K HacmosiweMy cmaHOapmy nybrukyemcsi 8 exe2o0HO u3dasaeMom
UHGhopMayUuoOHHOM yKka3amersie « HayuoHarnbHbie cmaHOapmbl», a MEeKCM U3MEeHEHUU U rornpasoK — 8 exxeme-
CSIYHO u3dasaeMbix UHGHOPMaUUOHHbIX ykazamersix «HayuoHanbHblie cmaHdapmsbi». B criydae nepecmompa
(3amMeHhbl) unu OmMMeHbI Hacmosiu,e2o cmaHdapma coomeemcemeayrouee ygedomsieHue bydem onybriukogaHo
8 exxemecsiyHo usdasaeMomM UHGOpMayUOHHOM ykazamere «HauyuoHanbHbie cmaHOapmbi». Coomeemcem-
syrowjas UHghopmauyus, yeedoMreHue U meKcmsl pasMmeuw,atomes makxe 8 UHGhopMayUuoHHoU cucmeme obuje-
20 Mon1b308aHus1 — Ha oguyuanbHoM catime PedepasibHO20 a2eHmcemea rno mexHU4eCKoMy peaynupoeaHuro
u Mempornoauu 8 cemu ViIHmepHem
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0 BBemneHue

0.1 O6wMme NONoOXeHnA

HacTtoswmi ctangapT NoAroToBMEH B KAYeCTBE MOAENM 4118 pa3paboTku, BHeAPEHUs!, PYHKLMOHNPOBa-
HWSI, MOHUTOPWUHIa, aHanu3a, NoaaepXK1 N yNy4LleHUs CUCTEMbI MEHEXXMEHTA MHOPMaLMOHHOW Ge3onac-
HocTn (CMWUB). BHegpeHne CMUB siBnsieTcs cTpaTermyeckum peLleHeM opraHusaumm. Ha npoektmpoBaHue n
BHegpeHne CMUB opraHusaumm BnvsitoT NoTpebHOCTM M LUenu opraHusaunm, TpeboBaHms Ge3onacHocTH,
ncnonb3yemMble NpoLEecchl, a Takke MaclTabbl 4eATENBHOCTU U CTPYKTYpa opraHunsaumu. MNMpegnonaraetcs,
YTO BblLLeYyKa3aHHble hakTopbl U NoAAePXKUBaALOLLME UX CUCTEMBI BYAYT M3MEHSTLCS BO BpemMeHu. [peanona-
raetcsa Takke, 4to CMUB ByoeTt nameHATbCA NponopuuoHansHO NOTPeBHOCTAM opraHusauum, T. e. 4ng npo-
CTOV cuTyaumm notTpebyeTcs npocToe pelleHune no peanusauyun CMUB.

MonoxxeHnst HacToALLEero cTaHAapTa MOryT ObITb MCMONb30BaHbl Kak BHY TP OpraHM3auum, Tak U BHELLHK-
MU OpraHM3aumsiMy ans OLEeHKM COOTBETCTBUS.

0.2 MpoueccHbIn nogxoa

HacToswwmin ctangapT npegnonaraeT UCNosb30BaTh NPOLECCHbIN NOAX0A ANs pa3paboTku, BHEAPEHUS,
obecnevyeHust PyHKLUNOHMPOBAHUS, MOHUTOPWUHIA, aHann3a, nogaepxku n ynydwexHms CMUB oprannsaumu.

[nsa ycnewHoro yHKLMOHMPOBAHNA OpraHM3aumnst AOSMKHA ONpeaenuTb U OCYLLECTBUTb MEHEDKMEHT
MHOTOYNCIIEHHbIX BUAOB AEATENbHOCTU. [leaTenbHOCTb, NCNONb3YoLWasa pecypcehl 1 yrnpaBnsemMas B Lensix
npeobpa3oBaHNsi BXO4OB B BbIXOAbl, MOXET ObITb pacCCMOTPEHa Kak npouecc. YacTto BbIxo4 OAHOro npowecca
HenocpeacTBEHHO hopMMpyeT BXoA AN CreayoLero npouecca.

Vcnonb3oBaHne BHYyTpW OpraHuM3auuu CUMCTEMbl MPOLECCOB Hapsay C uaeHTMdUKauven n B3anmo-
OENCTBMEM 3TUX NPOLIECCOB, a TaKkkKe MEHEe)KMEHT NPoLEeCcCOB MOryT ObiTb onpeaenieHbl Kak «MpoLEeCcCHbIN
noaxoa».

CornacHo npegnaraeMomy HacTOSALUM CTaHAAPTOM NPOLLECCHOMY NOAXO0AY MPUMEHUTENBHO K MEHEK-
MeHTYy nHdopmaumoHHon 6esonacHocTn (MB) ocobyto 3HaunMmocTb ANs nofnb3oBaTtenen NMetoT cneayowmne
chakTopsl:

a) noHumaHue TpeboBaHWi NHHOPMaLMOHHON 6e30NaCHOCTM OpraHM3aunm n HeobxoaMMOCTM yCTaHOB-
NEeHNS NONUTUKM 1 Lienen nHpopmMaunoHHON 6e3onacHocCTy;

b) BHeapeHue u ncnonb3oBaHWe Mep ynpaBrneHus Onst MeHemxmeHTa puckoB Vb cpean obwmx 6ms-
HeCc-pu1CKOB OpraHM3aLmu;

C) MOHUTOPMHI 1 NPOBEPKa Npon3BoauTENbLHOCTU U adhdekTnsHoctn CMUB;

d) HenpepbiBHOE ynyyweHne CMWB, ocHOBaHHOE Ha pe3yrnbTaTax 00 beKTUBHbLIX UISMEPEHWIA.

B HacTosilem cTtaHgapTe npeacTtaBneHa mopens «lMnaHupoBaHue (Plan) — OcywecTtBnenne (Do) —
Mposepka (Check) — OerictBue (Act)» (PDCA), koTopas MOXeT ObITb NPUMEHEHA MPU CTPYKTYPUPOBAHUN BCEX
npoueccoB CMUB. Ha pucyHke 1 nokasaHo, kak CMWUB, nucnonb3ys B kKa4ecTBe BXOAHbIX AaHHbIX TpeboBaHuMs
B 1 oxxnaaemsble pesynbTaThl 3aMHTEPECOBAHHBLIX CTOPOH, C MOMOLLLH HEOBXOAMMBIX 4ENCTBUIA U MPOLLECCOB
BblAaeT BbIXOAHbIE JaHHbIe NO pe3ynbTaTtaM obecneyeHns nHopmaLoHHoN 6e30nacHOCTH, KOTOpPbIE COOT-
BETCTBYIOT 9TMM TpeboBaHMAM 1 oxXugaemMblM pesynbrtatam. PUCYHOK 1 nnniocTpmpyeT Takke CBA3W MeXay
npoueccamu, onucaHHeiMK B pasgenax4,5,6,7n8.

MpuHaTue mogenu PDCA Takke oTpakaeT NPUHUUNbI, yCTaHOBIEHHbIe B [lnpekTtuBax OpraHnsaunm 3Ko-
HOMMYECKOro coTpyaHuvecta u pas3putms (O3CP) u onpepenstowme 6e3onacHOCTb MHPOPMALIMOHHBIX CUC-
TeM un ceten [1]. Hactoswmin craHgapT npeactaBnseT HarNagHyo Modenb AN peanusauun Ha npakTuke
yKa3aHHbIX NMPUHLMMNOB, KOTOPbIE MO3BOMAOT OCYLLECTBMTbL OLIEHKY PUCKOB, MPOEKTMPOBaHUE 1 peanuaaumio
CUCTEMbI MHPOPMALMOHHON 6Ee30MacHOCTU, ee MEHEXKMEHT M NEPEOLIEHKY.

lMpumepsbi

1 TpeboeaHue MoXXem 3akKyil04ambCcsi 8 MoM, Ymobbl HapyweHusi UHghopMayuoHHOU 6e3onacHocmu He
npueodusiu Kk 3HayumesibHoMy (huHaHcoeoMy yuiepby OJis1 op2aHU3ayuu u/unu K cyujecmeeHHbIM 3ampyOHeHU-
M 8 ee desimesibHOCMU.

2 OxudaeMbIM pe3ynbmamoM MoXxem 6bimb HaJlu4yue 8 op2aHu3ayuu ocmamo4YHO XOpPowo 06yYeHHbIX
compydHukoe Osisi npoeedeHuUs1 npouedyp, NO380JsTOUWUX MUHUMU3UPOBamMb 803MOXHbIe HebazonpussmHbie
nocsedcmeus e cryyae cepbe3H020 UHYudeHma, Harpumep HeCcaHKYUOHUPOBaHHO20 MPOHUKHOBEHUS (amaku
XaKepos) Ha eeb-calim opaaHu3ayuu, 4epe3 KOmMopbIl OHa OCyw,ecmeJsisiem 3/71IeKMPOHHY 0 MOP2086J1H0.
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[MnaHupoBaHune
PaspaboTka
CMUB
3aunHTepeco- 3aunHTepeco-
BaHHble BaHHbIE
CTOPOHbI CTOPOHbI
OcywecTenexune| BHeapexune Moanepxka Oencrteue
N PyHKLMO-
N ynyJyieHve
HVMpOBaHune CMVIB
CMNB
Mposenexne
TpeGosaHus MOHUTOPUHIa
1 OXMa3eMble n aHanusa CMVb Vrpasnsievas
pesynbTaThbl 2 b
B obnactun Nb —l [MpoBepka

PucyHok 1

CBs3u Mmexay npoueccamu, onvcaHHbiMn B pasgenax 4, 5, 6, 7 1 8, npeacraBneHsl Takke B Tabnuue 1.

Ta6bnuya 1
MnaHupoBaHue (paspabotka CMUB) Pa3paboTka monuTuKK, yCTaHOBMEHME LEenen, NpoLeccoB U Mpo-
ueayp CMUB, oTHOCAWMXCA K MEHEMXMEHTY pucka W YryyleHWio
WHGOPMaLMOHHON 6e30MacHOCTU, AN AOCTUXKEHNSI pe3yNbTaToB, COOT-
BETCTBYHOLLMX OOLLEN NOMMTHKE U Lensm opraHm3aumm
OcyuwectBneHue (BHeapeHue n obecne- BHegpeHne u npuvMeHeHue nonuTUKM WHAOPMAaLMOHHON 6Geso-
YeHne dpyHKUMoHnpoBaHus CMUB) nacHoCTU, Mep ynpaerneHusi, npoeccos u npouenyp CMUB
lMpoBepka (NpoBeAeHVE MOHWUTOPUHIa 1 OueHka, B TOM Yncre, N0 BO3MOXHOCTU, KONMYECTBEHHAS, pe3yrib-
aHanmsa CMUB) TaTUBHOCTU NPOLECCOB OTHOCUTENbLHO TpeboBaHUM NOMUTUKK, LEeNen
6e3onacHOCT! U NpakTU4eckoro onbitTa dyHKUMoHUpoBaHus CMUB n
MH(OPMMPOBaHUE BbICLLEro PyKOBOACTBA O pe3ynbTartax Ans rnocne-
JyloLlero aHanusa
OerictBue (nopaepxka w  ynydleHue lMpoBeaeHne KOPPEKTUPYIOLLUX U NPEBEHTUBHBLIX AENCTBUIA, OCHO-
CMVB) BaHHbIX Ha pesynbTaTax BHYTPEHHEro ayamTa unm Apyrov COOTBETCT-
BYIOLLIEN UHGOPMaLMK, U aHanmn3a co CTOPOHbI PYKOBOACTBA B LENsX
OOCTMKEHUS HenpepbIiBHOro ynyyweHus CMUB

0.3 CoBmMecTUMOCTb C APYIrMMM CUCTEMAMM MeHeAKMeHTa

HacTtosawmin ctangapT cornacoeaH co ctaHgapTamu MCO 9001:2000 «Cructembl MeEHEAXXMEHTA KavecT-
Ba. TpeboBaHusa» [2] u MCO 14001:2004 «CucteMbl ynpaBrneHus okpyxatowen cpegon. TpeboBaHus 1 pyKo-
BOZACTBO MO NPUMEHeHMI0» [3] B Lensx NoOAAEPXKKN Nocnef0BaTeNIbHOro M MHTENPUPOBAHHOIO BHEAPEHUS 1 B3a-
UMOOENCTBMA C APYrMMM NOgOOHBIMM B3aMMOCBSA3aHHbIMW CTaH4apTamMun B 06nacTn MeHegKMeHTa. Takum
obpasom, ogHa NpaBuUbHO NOCTPOEHHAst CUCTEMa MEHeXKMEHTa B OpraHM3aunn MoXeT yA0BNeTBOPATb Tpe-
OOBaHUAM BCEX 3TUX CTAHAAPTOB.

Tabnmua C.1 unnocTpupyeT B3auUMOCBS3b MeXAy pasfgenamu HacTodAWero cTaHgapTa, a Takke
MCO 9001:2000 u UCO 14001:2004.

HacTtosawmn ctaHgapT no3sonseT opraHusauuu perynuposats CMUB nnu nHterpuposaTtb ee ¢ CooT-
BETCTBYHOLLMMYU TPEOOBAHUAMN APYTUX CUCTEM MEHEIKMEHTA.
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HAUMWOHANBbHBIAN CTAHOAPT POCCUUCKONW SGEOEPALUUM

UHcopmaumoHHas TexHonorus

METOObl U CPEACTBA OBECNEYEHUA BE3OMNMACHOCTU.
CUCTEMbl MEHEIXXMEHTA UH®OPMALIMOHHOW BE3OMNMACHOCTHU

TpeboBaHus

Information technology. Security techniques. Information security management systems.
Requirements

Data BBeaeHnsa — 2008—02—01

1 ObnacTb NpUMeHeHus

1.1 OO6LKe nonoxeHus

HacTtoswmi ctangapT npegHasHadeH Ansi NPUMEHEHUS opraHn3aumsamMm ftobon popMbl COGCTBEHHOCTH
(Hanpymep, KOMMEpPYECKUMU, FOCYSAPCTBEHHBIMU Y HEKOMMEPYECKMN OpraHnsaumammn). Hactoswun ctaH-
OapT ycTaHaBnuBaeT TpeboBaHMs No pa3paboTke, BHeapPeHUIO, YHKLMOHUPOBAHMIO, MOHUTOPUHTY, aHanuay,
noadepXke v ynydweHno JOKYMEHTUPOBAHHOW CUCTEMbI MEHEMXXMEHTa UHpOpPMaLMOHHOM Ge3onacHOCTK
(CMUB) cpeam obLmx 6usHec-pnckoB opraHusauun. Kpome atoro, ctaHgapT ycTaHaenmBaeT TpeboBaHus Mo
BHEApeHMI0 Mep yrpaBneHust MHOPMaLMOHHOM 6e30MacHOCTLIO U ee KOHTPOSS, KOTOPble MOTyT BbITb UCNOSb-
30BaHbl OpraHM3auusMmn Unun nx NogpasaeneHnsiMm B COOTBETCTBMUN C YCTAHOBIIEHHBIMU LENSIMU U 3aga4aMu
obecneveHuns nHpopmaumoHHon 6esonacHocTu (UB).

Llenbto noctpoeHns CMUB aBnaeTca BbIGOpP COOTBETCTBYHOLMX Mep ynpaBneHus 6e3omacHoOCTbIo,
npefHasHa4YeHHbIX Ans 3aWwmnTbl UHPOPMALMOHHBIX aKTUBOB Y rapaHTUPYIOLLIMX JOBEPUE 3aUHTEPECOBaHHbIX
CTOPOH.

M pnmMmevyaHune — TepMVIH «BnsHecy, B HACTOSALLEM CTaHgapTe NOHMMaeMbIN B LLUIMPOKOM CMbICIie, o6o3Havaet
BCIO Ty AeATeNIbHOCTb, KOTOpaa ABnAeTcAa OCHOBOW Ang uernen CyLleCTBOBaHNA opraHmn3auunn.

1.2 MNMpumeHeHne

TpeboBaHus, ycTaHaBNMBaeMble HaCTOSLMM CTaH4APTOM, NpegHa3HavYeHbl ANsi NPUMEHEHUS BO BCEX
opraHu3aumsax He3aBMCMMO OT Tuna, MacwTabos 1 cdepbl ux gestensHocTU. VicknioueHne noboro ns Tpedo-
BaHWN, yKa3aHHbIX B pasgenax4, 5, 6, 7 1 8, He gonyckaeTcs, eCnu opraHnsaums 3asBnsgeT 0 COOTBETCTBUM €€
CMWB HacTosweMy cTaHaapTy.

JTro6owr oTKa3 OT MPMMEHEHWS TOW UITM MHOW Mepbl ynpaBrieHnsi, 00yCnoBneHHbI HE0OXOANMMOCTbIO Y0B-
NEeTBOPEHMS KPUTEPMEB NPUHATUSA PUCKOB, AOMKeH BbITb 060CHOBaH. Heobxoaumo Takke Hanuvve ageksart-
HbIX [OKasaTenbCTB TOro, 4To NoAoOHbIE pPUCKM ObINM yXXe MPUHSATbI OTBETCTBEHHbIMU nuuamu. [pu
NCKIMIOYEHNN KaKNX-NMO0 Mep ynpaBneHus 3asBleHNs: 0 COOTBETCTBMM OpraHM3auumn HacTosILLEMY CTaHOApPTy
HenpaBOMOYHbI, KDOME Cry4aeB, KOraa 3T UCKITIOYEHUS HE BIMSIOT HAa CNOCOBHOCTL 1/ 0683aHHOCTL opra-
HM3auum obecneyvmBaTtb MHpOPMaLIMOHHYO Ge3onacHOCTb, KOTopasi COOTBETCTBYET TpeboBaHusaM Be3onac-
HOCTW, YCTaHOBIIEHHbIM COOTBETCTBYHOLUUMM 3aKOHOAATENbHbIMW akTaMu Unu onpeaerieHHbIMMU Ha OCHOBE
OLIEHOK PUCKOB.

MpwumeyaHune—Ecnu opraHnsaums yxxe MMeeT AENCTBYIOLLYIO CUCTEMY MeHeI)KMeHTa BusHec-npoLeccos
(Hanpumep, B cootBeTcTBUM ¢ MCO 9001 [2] unu UCO 14001 [3]), Toraa B 6onbLUMHCTBE CriyYaeB NpeanoyTUTenbHee yaoB-
neTBOpUTHL TPebOOBaHMS HACTOALLEro CTaH4AapPTa B paMKax 3TOM CYLLECTBYOLLEN CUCTEMbI MEHEXKMEHTA.
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2 HopmaTtuBHbI€ CCbINKU

B HacTosiLem cTaHgapTe MCNonb30BaHbl HOPMATMBHbIE CChINTKM Ha CreayoLLmMin cTaHgapT:
NCO/M3K 17799:2005 WMHdpopmaumnoHHasa TexHonorus. Metoapl n cpeactea obecneveHnsi 6esonac-
HocTu. [pakTnyeckue npaBuna MeHeKMeHTa MHopMaLnMoHHOM 6e3onacHoOCTU

3 TepmuHbI U onpeaeneHns

B HacTosWwem cTaHOapTe NPUMEHEHbI CneayroLmMe TEPMUHBI C COOTBETCTBYIOLLMMMN OnpeaeneHnsMu:

3.1 aktuBbl (asset): Bce, 4To UMeeT LLEeHHOCTb ANg OpraHM3aLmu.

[MCO/MO3K 13335-1:2004] [4]

3.2 pocTtynHocTb (availability): CBoncTBo 06bekTa HaXOANTLCH B COCTOSHWUN FTOTOBHOCTU U BO3MOXHOC-
TW NCMONb30BaHNSA MO 3arnpocy aBTOPM30BaAHHOTO NTOMMYECKOro 06 beKTa.

[MCO/M3K 13335-1:2004] [4]

3.3 koHdwmaeHumnanbHocTb (confidentiality): CBoncTBO MHpOpMaLMK BbITb HEAOCTYMHON N 3aKPbLITON
Ansi HeaBTOPU30BaHHOIO NHAMBUAYYMA, FTOrMYeckoro o6bekTa unm npotecca.

[MCO/MO3K 13335-1:2004] [4]

3.4 nHdopmaumoHHas 6esonacHocTb; Vb (information security): CBolicTBO MHpOpMaLMK coXpaHATb
KOHMMAEHUMarnbHOCTb, LENOCTHOCTb U JOCTYNHOCTb.

MpumeyaHune—Kpome Toro, 4aHHOE NOHATME MOXET BKIHOYaTb B cebs Takke n CBOWNCTBO COXPaHATb ayTeH-
TUYHOCTb, MOAOTYETHOCTb, HEOTKa3yeMOCTb M HaEXHOCTb.

[MCO/M3K 17799:2005]

3.5 cob6biTne nHcopmaumnoHHon 6esonacHocTu (information security event): MgeHtudnumposaHHoe
BO3HWKHOBEHUE COCTOSIHUS CUCTEMBI, YCINYI UNN CETU, YKa3blBaloLLEee Ha BO3MOXHOE HapyLLUeHNe NonmTuKu
NMHOPMaLMOHHON 6e30MacHOCTU, OTKa3 3aLLUMTHBIX Mep, a Takke BO3HUKHOBEHWE paHee HEU3BECTHOM CUTya-
uun, kKoTopas MoXeT BbITb CBsidaHa ¢ 6e30MacHOCTLIO.

[MCO/M3K TO 18044:2004][5]

3.6 uHumaeHT nHdopmaumoHHon 6eszonacHocTU (information security incident): Jlio6oe HenpeaBu-
OEHHOEe WInKn HexenaTenbHoe cobbiTue, KOTOPOoe MOXET HapyLWUTb AEeATENbHOCTb UMM UHMOPMAaLMOHHYO
6esonacHoCTb.

MpwnmMedaHune—VHuugeHTamm nHdopmaLmoHHoN 6e30NacHOCTH ABNATCA:
- yTparaycnyr, 060pyLoBaHNs U YCTPOWCTB;

- CUCTEeMHble COOU UNKn Neperpysku;

- OLWMBKM Nnonb3oBaTenewn;

- HecobniogeHne NOAUTUKN UNK pekoMmeHaaumi no Mb;

- HapyLueHue hU3NYECKNX Mep 3aLLMnThl;

- HEKOHTpONnuMpyemble USMEHEHUSA CUCTEM,;

- cbou nporpaMmHoro obecnevyeHms n 0Tkasbl TEXHUYECKUX CPEACTB;

- HapyLleHue npaBun goctyna.

[MCO/MBKTO 18044:2004][5]

3.7 cucrtema meHemXXMeHTa MHopmaunoHHon 6esonacHocTn; CMUB (information security mana-
gement system; ISMS): YacTtb obLyelnn cuctemMbl MEHEI)KMEHTA, OCHOBAHHAsi HA UCMOMIb30BaHMN METOL0B
OLLeHKM BM3HEeC-PUCKOB ANs pa3paboTku, BHeAPEHUS, DYHKLNOHMPOBaAHUSA, MOHUTOPWHIA, aHanuaa, Noaaep-
KV 1 yny4lieHus nHpopmMaunoHHon 6e3onacHocTu.

MpumeyaHue— CucreMa MeHeIXMeHTa BKNoYaeT B cebs opraHnM3aLMoHHY0 CTPYKTYPY, MONUTUKK, AeATenNb-
HOCTb MO NNaHMPOBaHWIO, pacnpeaerneHe OTBETCTBEHHOCTU, NMPAKTUYECKYH0 AeATENbHOCTb, MpoLeaypbl, NPOLecchl U pe-
Cypcbl.

3.8 uenocTHocTh (integrity): CBONCTBO COXpaHATb NPaBUITbHOCTL U MOMHOTY aKTUMBOB.

[MCO/M3BK 13335-1:2004] [4]

3.9 ocTaTtouHbIN puck (residual risk): Puck, octatowwmiicst nocrnie ero o6paboTku.

[PykoBogctBo MCO/MOK 73:2002] [6]

3.10 npuHaTue pucka (risk acceptance): PewweHune no npuHaTuo pucka.

[PykoBogctBo MCO/MOK 73:2002] [6]

3.11 aHanu3 pucka (risk analysis): CuctemaTtudeckoe ncnonb3oBaHmne nHcopmaLmm Ans onpegeneHus
NCTOYHUKOB pUCKa 1 KONTMYECTBEHHOWN OLLEHKUN pUCKa.

[PykoBogctBo MCO/MOK 73:2002] [6]
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3.12 oueHka pucka (risk assessment): OO NpoLecc aHanM3a pucka 1 ero oLeHNBaHUS.

[PykoBogctBo MCO/MBK 73:2002] [6]

3.13 oueHuBaHue pucka (risk evaluation): NpoLecc cpaBHEHUSA KONMYECTBEHHO OLIEHEHHOIO pUCKa C
3aaHHbIMW KPUTEPUAMW pUCKa A5 ONPELAENEHUSA €r0 3HAYUMOCTH.

[PykoBogcTtBo MCO/MOBK 73:2002] [6]

3.14 meHepXMeHT pucka (risk management): CKoopAUHMPOBaAHHLIE AENCTBUS MO PYKOBOACTBY WU
yrpaBneHu1to opraHm3auneri B OTHOLLEHWM pUckKa.

MpumeyaHue— OBbIMHO MEHE)KMEHT pucKa BKIOYaeT B cebsl OLEHKY pucka, 06paboTKy pucka, NpUHATUE
pYiCKa 1 KOMMYHMKALIMIO pUCKa.

[PykoBogcTtBo MCO/MOK 73:2002] [6]

3.15 obpaboTka pucka (risk treatment): Npouecc BbiIGopa 1 ocyLeCTBNEHNA MeP MO MoanduKaLnm
pucka.

[PykoBogcTtBo MCO/MBK 73:2002] [6]

MpumeyvyaHuns

1 Mepbino obpaboTke prcka MOryT BKMoYaTh B cebs nsbexxaHve, onTuMmn3aLmio, NepeHoc N COXpaHeHUe pucka.

2 B HacTosWem cTaHgapTe TEPMUH «Mepa yrnpasneHus» (control) MCNonb3oBaH kak CUHOHUM TEPMUHA «Mepay
(measure).

3.16 nonoxeHue o npumMmeHumocTu (statement of applicability): [JokymeHTUpOBaHHOE NpeanucaHue,
onpegensiowee Lenn n Mepbl ynpasneHnsi, COOTBETCTBYIOLUNE N NPUMEHUMbIE K CUCTEME MEHEeKMEeHTa
nHOpMaLUnoHHo 6e3onacHOCTU opraHM3aumm.

I pnmMmeyvYyaHune — Ll,enm M Mepbl ynpaBiieHUA OCHOBbIBAOTCA Ha pe3ynbTaTax U BbiIBO4AX NPoLEeCcCOoB OLUEHKN N
06pa6OTKM PUCKOB, Ha Tpe6OBaHVIﬂX 3aKoHoAaTeNbHbIX UM HOPMAaTUBHbIX akTOB, Ha obsizaTenbCcTBax no KOHTPaKTy "1 6u3-
HeC-Tpe6OBaHI/I$|X opraHmM3aunmn No OTHOLLEHMIO K UHDOPMaLIMOHHOWN 6e3onacHocTu.

4 Cuctema MmeHegXXMeHTa MHopMaLMOHHON 6e3onacHOCTH

4.1 O6wme TpeboBaHUA

Oprannsaumsa gomkHa paspaboTaTb, BHEAPUTb, obecnednTb yHKLMOHUPOBAHNE, BECTU MOHUTOPUHT,
aHann3MpoBaTb, NoAAEPXKMBaTb U HENPEPBLIBHO yNy4yllaTe JOKYMEHTMpoBaHHYy0 CMWUB npuMeHnTENbHO KO
BCEV JeNT0BOM AeATEeNIbHOCTM OpraHn3aL/mm v puckam, C KOTOpbIMU OHa cTankuBaeTcs. C y4eTom Lenen HacTos-
LLero craHgapTa MCMofb3yeMbI MPOLECC OCHOBaH Ha npumeHenun mogenn PDCA, npvBegeHHOW Ha
pucyHke 1.

4.2 Pa3paboTka cucTteMbl MeHeAXXMeHTa uHcpopmaLmMoHHON 6e3onacHOCTU. YNpaBneHue cucrte-
MOM1 MeHeMKMeHTa MHopmaLMoHHOM 6e3onacHOCTH

4.2.1 Pa3paboTka cuctemMbl MeHe4KMeHTa MH(pOPMaLMOHHON 6e30MacHOCTU

OpraHunsaums gosmkHa OCYLLLEeCTBUTL creaytoLlee:

a) onpegenutb 06nacTb U rpannubl gercteus CMUB ¢ ydeTomM xapakTepuctuk OusHeca, opraHmMsauum,
ee pas3MeLLeHsl, aKTUBOB W TEXHOIOMNIA, B TOM YMCIe AeTann n 06ocHoBaHue Nntobbix MCKITHOYEHUI N3 061acTu
ee gencraus (cm. 1.2);

b) onpegenutb nonutuky CMUB Ha ocHOBe xapakTepucTuk busHeca, opraHusauuu, ee pasMmeLleHuns,
aKTMBOB M TEXHOIOIMMIA, KOTOpas:

1) cogepXXuT KOHLIENUUIO, BKIOYAIOLLYIO B ce0S Lienn, OCHOBHbIE HanpaBeHNs U NPpUHLMNbI 4ENCTBUN B
chepe Ub;

2) npuvHMMaeT BO BHMMaHue TpeboBaHusi GusHeca, HOpMaTMBHO-NPaBOBbIE TPeOOBaHUS, a TakkKe 40ro-
BOpHble 0b6s3aTenbCcTBa No obecneveHmo 6e30nacHoOCTy;

3) cornacyeTcs Co cTpaTernyecknm cogepxaHmeM MeHepKMeHTa pUCKOB OpraHnsaLumm, B paMkax KoTo-
poro 6yaet paspabatbiBaTtbes v nogaepxusatecss CMUB;

4) ycTaHaBnmBaeT KPUTEPUN OLLEHKN PUCKOB [CM. 4.2.1, nepeymncnenue c)l;

5) yTBepxgaeTcsa pykoBOACTBOM OpraHusauuu.

IMpwumeuyaHune— [nauenen HacTosawero ctaHaapTa nonutnka CMWB nmeet npnopwuteT nepeg nonutukon Nb.
3TN NONUTWKM MOTYT BbITb N3MOXEHbI B OAHOM JOKYMEHTE;

C) onpenenuTb NOAXOA K OLIEHKE pUCKa B opraHmnsaunm, 4ns 4ero HeobxogmMmo:

1) onpegenuTb METOAOMNOMMIO OLEHKN pucka, noaxoasawyto ans CMUB, koTopast 4omkHa COOTBETCTBO-
BaTb TpeboBaHUSAM obecneyeHuss OessTeNnbHOCTU OopraHu3auunm U HOpPMAaTMBHO-MPaBOBbLIM TpeboBaHUSAM
NHopMaLMOHHON 6e30NacHOCTH;
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2) paspaboTaTb KpUTEPUU NPUHATUSA pUCKa U ONPeaenuTb NpuemMneMble YpoBHM pucka [cMm. 5.1, nepe-
yncnenue f)].

BbibpaHHas mMeTogonorns OUEHKM pucka AomkHa obecneumBaTb CpaBHUMblE U BOCNPOU3BOAUMbIE
pesynbTaThl.

MpumeyaHune—meoTca pasnmyHble METOAONOMMM OLEHKM pucka. [Mpumepbl Takux MeTogonorni AaHsl B
MCO/MIK TO 13335-3:1998 «PykoBoACTBO NO ynpaBneHnto 6e3onacHOCTbi0 MHOPMaLMOHHBIX TexHornoruni. Yacts 3. Me-
ToAbl yNpasneHns 6e30nacHOCTbI0 MHPOPMAaLMOHHbLIX TEXHONOrUnY [7];

d) nogeHTumumpoBaTb pUCKK, Ansi Yero HeobxoaMmo:

1) naeHTMdMUMpoBaTb akTMBbI B Npeaenax obnactn dyHkumoHnposaHus CMUB n onpegenuTb BNa-
fenbues’) 3TUX akTMBOB;

2) noeHTUUUMPOBaThL Yrpo3bl 3TMM aKTMBaM;

3) npgeHTUnUMpoBaTh YI3BUMOCTU aKTUBOB, KOTOPbIE MOTYT OblTb MCNONb30BaHbI Yrpo3amu;

4) ngeHTMdnUMpoBaTb NOCNEACTBUSA BO3AENCTBUS HA aKTVBbI B pe3yJibTaTe BO3MOXHOW yTpaThl KOH(U-
OEeHUManbHOCTU, LLeNTOCTHOCTU M AOCTYMHOCTM aKTMBOB;

€) npoaHanuMampoBaTb U OLLEHUTb PUCKK, AN Yero Heobxoanumo:

1) oueHuTb ywepb Ansa AesTenbHOCTM OpraHm3aunm, KOTOpbIN MOXeT ObiTb HAHECEH B pedynbTaTte cbos
obecneyeHns 6e3onacHoOCTU, C y4eTOM BO3MOXHbIX MOCNEACTBUN HApyLLUEHNS KOHDUOEHUMAbHOCTU, LLenocT-
HOCTW MW AOCTYMHOCTUN aKTMBOB;

2) oueHUTb pearnbHyl0 BEpOATHOCTb cbos obecnedyeHuss 6e30nNacHOCTU C y4eTOM MpeBanmpyoLLmnx
yrpo3, ysi3BUMOCTEW U UX NOCNEACTBUI, CBA3AHHbLIX C 3TUMU aKTMBaMW, a TAKXKe C y4ETOM NPUMEHSIEMbIX Mep
ynpaBneHus 6e30nacHoOCTbIO;

3) oueHUTb YpPOBHMW PUCKOB;

4) onpepenuTb, ABMAKTCS M PUCKN NPUEMIIEMBIMU UITK TPeOYOT 06paboTKM C NCMONb30BaHNEM KPUTE-
puveB LONYCTUMOCTU PUCKOB, YCTAHOBIEHHbIX B 4.2.1, nepeyvncneHme c);

f) onpegenuTb n oLEeHUTb pasnnyHble BapMaHTbl 06paboTKM PUCKOB.

Bo3aMoxHbIe AencTBuS:

1) NMpuMMeHeHne NoaxoasLmMX Mep ynpaBrneHus;

2) cosHaTenbHOe Y O6BEKTUBHOE MPUHATUE PUCKOB MPU YCAOBUN, YTO OHWU MOSTHOCTBIO COOTBETCTBYIOT
TpeboBaHUSAM NOMUTUKN U KPUTEPUSIM OpraHM3aLmnn B OTHOLLEHUWN NPUHATUS puckoB [cM. 4.2.1, nepeyncre-
Hue, c), 2)];

3) unsbexxaHne pUCKoB;

4) nepepgadva COOTBETCTBYIOLMUX AEMNOBbIX PUCKOB CTOPOHHUM OpraHv3auusam, HanpumMmep CTpaxoBLUm-
Kam U noctasLLuKamMm;

g) BbIbpaTh Lenu 1 Mepbl ynpasneHns ans 06paboTkn puUckos.

Llenv n mepbl ynpaBneHus A0MmKHbI OblTb BbIGpaHbl 1 peann3oBaHbl Tak, 4ToObl yaoBneTBopsTL TpeboBa-
HWUsIM, onpedeneHHbIM B NpoLecce oueHKn n obpaboTkm puckoB. ITOT BbIBOP AOMKEH y4MTbIBaTb KPUTEPUU
NPUHATUSA PUCKOB [CM. 4.2.1, nepedncrneHme c), 2)], a Takke HopMaTUBHO-NPaBoBble TpeboBaHMSA 1 4OrOBOPHbIE
obs3aTenbCcTBa.

Llenv n Mepbl ynpaBneHus OIMkHbI ObITb BbIOpaHbl COrNacHO NPUIoXeHuto A Kak YacTb NpoLecca OLEHKN
1 06paboTKM PUCKOB N COOTBETCTBOBATbL TPebOBaHMAM 3TOro npouecca.

[MepeyeHb Lienen n mep ynpasneHusl, NpUBeAEHHbIN B NPUNOXEHUU A, HE ABNSIETCA UcHepnbiBaloLLUM, a
NoTOMY MOTYT ObITb BbIOpaHbl AOMONHUTENBHbIE LIENW U MEPbI YIPaBIEHMS.

MpumeyaHue— MpunoxeHue A coaepxut NoapoGHbIN NepedeHb Lienemn u mep ynpasneHusi, 06bIYHO MCMorb-
3yeMbiX B OpraHu3aumsx. PEKOMeHyeTcs UCMOoNb30BaTh 3TOT NepeYeHb B KaYeCTBE MCXOAHbBIX AaHHbIX, MO3BOSALLMX Bbl-
6paTb pauMoHarbHbIii BApUaHT Mep yrpasreHus v KOHTPOIS;

h) nonyunTtb yTBEPXAEHNE PYKOBOACTBOM NpeanonaraemMbiX OCTaTO4HbIX PUCKOB;

i) nonyynTb paspelleHne pykoBoACTBa Ha BHeapeHue n akcnnyataumio CMUB;

j) noaroToBuTL NoNoXeHne 0 NPUMEHUMOCTU, KOTOPOE BKITIOYaET B cebs cneayioLuee:

1) uenun mepbl ynpaeneHus, BblopaHHble B 4.2.1, nepeyncneHune g), 1 060CcHOBaHme 3Toro BbIbopa;

2) uenu u Mepbl ynpasneHns, peann3oBaHHble B HacTosLwee BpeMs [cM. 4.2.1 , nepeyncneHue e), 2)];

3) nepeveHb MCKIIOYEHHbIX Lenen 1 Mep yrnpaBneHus, ykasaHHbIX B MpunoxeHun A, u npouenypy
060CHOBaHUSA UX UCKIIOYEHUS.

V' 3peck n panee TEPMUH «Briagenewy onpeaensieT NMUo Uu opraHn3aLmio, KOTopble UMET YTBEPXKAEHHbBIE PYKO-
BOACTBOM 00si3aTenbCTBa MO KOHTPOJIO 3a NPOM3BOACTBOM, pa3paboTkon, NoaaepKKon, Mcnons3oBaHnem 1 6esonacHoc-
TbHO aKTUBOB. TepMI/IH «Bnageneu» He o3Ha4aeT, 4YToO NUUo JJ,GVICTBVITeJ'IbHO MMeeT Kakue-nmbo npaea COOCTBEHHOCTU Ha
aKTuB.

4
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MpumedyaHue— lMonoxeHne o NPUMEHUMOCTU COAEPXKUT UTOTOBbIE PELLEHUS, KacatoLmecs 06paboTku pyc-
koB. OBOCHOBaHMWE UCKITIOYEHWI NPeayCMaTpUBaET NEPEKPECTHYIO MPOBEPKY, NO3BOMSIOLLYI0 ONPEAENUTh, YTO HU OfHa Me-
pa ynpaeneHusi He Gbina cryyaiHo ynyLieHa.

4.2.2 BHepgpeHue n PyHKUMOHMPOBaHME CUCTEMbI MeHeAXXMeHTa nHdopMaumoHHoN Ge3onac-
HOCTHU

OpraHusaums 4omkHa BbINOMHUTL CrieayoLulee:

a) paspaboTtaTb nnaH o6paboTku pUCKOB, ONPEAENAILLIMIA COOTBETCTBYOLLME AEACTBUSA PYKOBOACTBA,
pecypchbl, 06513aHHOCTM M NPUOPUTEThI B OTHOLLEHUN MEeHeXMeHTa puckoB UB (cm. pasgen 5);

b) peanunsoBatb nnaH 06paboTKM PUCKOB ANSA AOCTMXKEHMNS HAMEYEHHbIX Lienen ynpasneHus, BKoyato-
LM B cebs BONpochl (PUHAHCMPOBaHMS, a Takke pacnpeneneHune oyHKUUn n o0s3aHHOCTEN;

C) BHegpwuTb Mephbl ynpasreHus, BbiopaHHble cornacHo 4.2.1, nepevncrnenue g), ans AoCTUKEHUS Lenemn
yrnpaBneHus;

d) onpegenutb cnocod namepeHus pesynbTaTUBHOCTM BbiOpaHHbLIX Mep YNpaBreHUs Unu ux rpynn u
NCNOMb30BaHUSA 3TUX U3MEPEHMUI A8 OLEHKN Pe3yNbTaTUBHOCTU YNPABEHUSA C LENbIO NONYYNTb CPaBHUMbIE
1 BOCMpPOMU3BOaUMbIE AaHHble [CM. 4.2.3, nepeyncrnexue c)].

MpumeyaHue— MavepeHue pesynsTaTUBHOCTM MeP YNpPaBneHUsi NMO3BOMNSeT PYKOBOAUTENAM M nepcoHany
onpeaenuTb, B KAKOW CTEMNEHN Mepbl YNpaBneHrs crnocobCTBYOT AOCTKEHWIO HAMEUYEHHBIX LIenemn yrpasneHus;

€) peanusoBaTtb NpPorpamMmmbl N0 06YYEHUIO U NOBbLILLEHNIO KBanuduKauum cOTpyaHUKOB (CM. 5.2.2);

f) ynpaenate pabotoni CMUB;

g) ynpaBnatb pecypcamm CMUB (cm. 5.2);

h) BHeapwuTb NpoLeaypbl v Apyrne Mepbl ynpasneHusi, obecneyvmBatoLme 6eicTpoe obHapyxeHue cobbl-
Tnin B 1 pearmpoBaHne Ha MHUMAOEHTbI, CBsidaHHble ¢ V1B [cm. 4.2.3, nepeuncneHue a)].

4.2.3 MNpoBegeHne MOHUTOPUHIa M aHann3a cMcTeMbl MeHeA)KMeHTa UHOopmMaLnoHHou 6e3onac-
HOCTU

OpraHunsaums gosmkHa OCYLLLECTBATh CrieayoLlee:

a) BbINOSMHATL NpoLeaypbl MOHUTOPUHIA U aHanmn3a, a Takke UCNoNb30BaTh Apyrue Mepbl ynpasreHus B
cneyowmx Lenax:

1) cBoeBpeMEHHO 0bHapyXMBaTb OLLIMOKM B pe3dynbTaTax 00paboTku;

2) CBOEBPEMEHHO BbISABNATh YAABLUMECS U HeYAaBLUMECS NOMNbITKU HapyLLeHUa N nHunaeHTsl UB;

3) npenocTaBnATb pyKOBOACTBY MHAOPMAaLMIO A5 NPUHATUS PELUEHNI O X04e BbINOSTHEHUSI PYHKLMIA NO
obecneveHuio Vb, ocyLlecTBNsieMbIX Kak OTBETCTBEHHBIMW NTULLAMMU, TaK U UHPOPMaLMOHHBIMUN TEXHOSTOTUSIMU;

4) cnocobcTBoBaThL OOHapyxeHuto cobbituin Ub n, Takum obpasom, NnpegoTepawiate NHUMAEHTLI UB
nyTem NpMMeHeHNs CpeaCcTB UHANKALNN;

5) onpepensaTtb, ABASATCA NM 3PEKTMBHBIMU AENCTBUS, NPeANpUHMMaEMbIe AN YCTPaHEHWS HapyLue-
HWs1 BesonacHoCTK;

b) npoBoauTb perynapHein aHanus pesynbTatnsHoct CMWB (BkMnovas NpoBepKy ee COOTBETCTBUS
nonutuke u uenam CMUB n aHanua mep ynpaeneHus 6e30nacHOCTbIO) C y4eTOM pe3yribTaToB ayaAnTOPCKNX
npoBepok b, ee MHUMOEHTOB, pe3yrnbTaToB uamepeHuin acpdekteHocT CMUB, a Takke NnpegnoxeHnn n apy-
rov MHchopmaLmm OT BCEX 3aNUHTEPECOBaAHHbBIX CTOPOH;

C) M3MepsiTb pe3ynbTaTMBHOCTb Mep ynpaBreHus Ans NpoBepkn cootTseTcTang TpedosaHuam UB;

d) nepecmaTpmBaTb OLEHKM PUCKOB Yepe3 YCTaHOBMEHHbIE NEPUOALI BDEMEHU, aHaNM3nMpoBaTb OCTa-
TOYHbIE PUCKM N YCTAHOBIEHHbIE NPUEMIIEMbIE YPOBHU PUCKOB, Y4UTbIBAA UBMEHEHWS:

1) B opraHunsaumu;

2) B TEXHONOIUAX;

3) B Lenax AesTenbHOCTM M Npoueccax;

4) B BbISIBNIEHHbIX Yrpo3aXx;

5) B pe3ynbTaTMBHOCTM peann3oBaHHbIX MEpP YNpaBreHus;

6) BO BHELUHWX YCINOBMAX, HAaNnpMMep U3MEHEHUS HOPMaTMBHO-NPaBOBLIX TpeboBaHMN, TpeboBaHUi
OOroBOPHbIX 0683aTeNbCTB, a TakKe U3AMEHEHWS B COLMAnbHON CTPYKTYpe 00LLEeCTBa;

€) npoBOAuUTb BHyTpeHHMe ayanTel CMUB Yepes ycTaHoBneHHbIe nepuoabl BpemeHu (CM. pasgen 6).

MpumeyaHune— BHyTpeHHWe ayauTbl, MHOTOA Ha3blBaeMble ayaMTaMu NepBoli CTOPOHbLI, MPOBOASATCS CaMoW
opraHu3aumen (M1 BHELLHe opraHM3aumert oT ee UMeHW) Anst COGCTBEHHbIX Lienein;

f) perynsipHo NpoBOAWTL PYKOBOACTBOM OpraHuaauuv aHanus CMUB B Lensix noaTBepXKaeHns ageksaT-
HOCTV ee (PYHKLIMOHMPOBAaHWS U ONPEeAeNneHunst HanpasneHun coBepLUeHCTBOBaHMUS (cM. 7.1);
g) oBHoenaTb NnaHbl B ¢ y4eToM pesynbTaToB aHann3a v MOHUTOPUHTa;
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h) peructpmnpoBaTtb AENCTBMUS N COOLITUS, CMOCOBHbLIE NOBMMATL HA PE3YNbTAaTUBHOCTL NN (OYHKLMOHK-
poBaHne CMWB, B cooTBeTcTBUN C 4.3.3.

4.2.4 NMoppepKKa v ynydlleHne CUCTeMbl MEHeA)KMEeHTa MH(popMaLMOHHOM 6e3onacHoOCTH

OpraHnsaums JoSmKHa perynsipHoO OCYLLECTBATh CrieayoLlee:

a) BbISIBNATb BO3MOXHOCTU ynyyweHua CMUB;

b) npeanpuHumaTe HEOOXOAMMbIE KOPPEKTMPYIOLLME 1 NpeaynpexaatoLlme JeNCTBMSA B COOTBETCTBUN
¢ 8.2 1 8.3, ncnomnb3oBaTb Ha NpakTyke onbIT No o6ecneveHuntio Vb, nony4eHHbI kak B COOCTBEHHON OpraHm3a-
LUK, TaK 1 B APYrMX OpraHn3aumsx;

C) nepepasaTtbNogpobHY MHPOpMaLuio o AeicTBUSAX no ynyywexmio CMUB Bcem 3anHTepecoBaHHbIM
CTOPOHaM, NpK 3TOM CTEMNEHb ee AeTan13auumn 4ormkHa COOTBETCTBOBaTL 06CTOATENLCTBAM U, Npy Heobxoau-
MOCTW, COrnacoBbIBaTh AanbHenLmne 4encTeus;

d) obecneunBatb BHeapeHue yryyweHnn CMUB ana 4oCcTukeHns 3annaHnpoBaHHbIX LIENEN.

4.3 TpeboBaHUA K ALOKYMEHTaLUn

4.3.1 O6LlMe NnonoxeHus

[okymeHTauus JoMmKHa BKINOYaTh B ce0s 3anvcy peLleHnin pyKoBOACTBa, No3BonsoLwmue obecneynsaTb
KOHTPOJb BbINOMHEHWUS PELLEHWIA PYKOBOACTBA M MONMTUK OpraHu3aumm, a Takke obecnevmsaTtb BOCNPOM3BO-
OUMOCTb IOKYMEHTUPOBAHHbIX Pe3ynbTaToB.

BaxxHO nmeTb 06paTHYH CBA3b BbIOpaHHbIX Mep ynpaBreHusi C pe3ynbTatamu NpoL,eCccoB OLEHKU 1 0bpa-
OOTKM pUcka, a Takke nocrnegHux ¢ nonmtukon CMUB n uenavn CMAB.

HokymeHTauusa CMUB gomkHa BknoyaTth B cebs cnegytoLuee:

a) JOoKyMeHTMpoBaHHbIe nonoxeHus nonutukn CMUB [cm. 4.2.1, nepeuncnenue b)) n uenen CMUB;

b) obnactb pyHkunoHuposaHmsa CMUBE [cm. 4.2.1, nepeuuncnenue a));

C) npouegypbl 1 Mepbl ynpasneHusi, nogaepxmsatowme CMUB;

d) onncaHwe MeTOLOMNOrMM OLLEHKM pUCKa [cM. 4.2.1, nepeyuncnenue c)j;

€) OT4YeT Mo oLleHKe pUCKOB [cM. 4.2.1, nepeuncnenus c)—g)];

f) nnaH o6paboTkM pUCKOB;

g) AOKYMEHTUPOBaHHbIE MpoLeaypbl, He0OXoAMMble opraHu3aumm anst obecneyveHnss 3EKTUBHOIO
nnaHUMpoBaHus, BHeApeHNs npoueccoB B obnactu b 1 ynpaeneHus aTumu npoueccamu, a Takke onncaHus
nyTewn OLEeHKU pesynbTaTMBHOCTM Mep ynpasneHus [cM. 4.2.3, nepedncrnenune c)];

h) yyeTHble 3anucu (cm. 4.3.3);

i) MoOnoXeHne o MPUMEHNMOCTW.

MpumevyaHuns

1 CornacHo HacTosiLeMy CTaHAApPTy TEPMUH «4OKYMEHTUPOBAHHas nNpoueaypa» 03HayaeT, YTo npoueaypa ycra-
HOBNeHa, 4OKYMeHTanbHoO ohopMeHa, peanns3oBaHa u nogaepXkvBaeTcs Ha AOMMKHOM YPOBHE.

2 [ns pasHbix opraHu3aunin o6bem gokymeHtaumm CMWB MoXeT ObITb pasnvyHbIM B 3aBUCUMOCTU:

- OT pasmMmepa opraHv3auuv 1 BUaa ee AesaTenbHOCTY;

- OT 06nacTn NPUMEHEHUS U CNIOXHOCTU TpeboBaHM 6e30MacHOCTY 1 OT YNpaBnsieMon CUCTEMBI.

3 [OoKyMEHTbI 1 y4ETHbIE 3anncu MOryT CyLLIeCTBOBATL B N06oM hopmMe 1 Ha HocuTenax noboro Tuna.

4.3.2 YnpaBneHue [OKyMeHTaMu

[na paspaboTku, akTyanusaumm, UCNOoNb30BaHUSA, XpaHEHUS U YHUUYTOXeHUSA okymeHToB CMUB, a Tak-
Xe MX 3alnTbl B OpraHnsauum OOfKHa CylecTBOBaTb AOKYMEHTMPOBaHHas mpouenypa, onpegensiowas
OEeVCTBMS pyKOBOACTBA Mo:

a) yrteepxaeHuio fokymeHtoB CMUB nepea nx nsgaxvem;

b) nepecmoTpy u ob6HOBNEHMIO, NPU HEOOBXOANMOCTU, JOKYMEHTOB, @ TakKe NOBTOPHOMY UX YTBEPXK-
OeHuo;

c) obecneyeHuto naeHTUUKaLMM BHECEHHBIX U3MEHEHUI N TEKYLLLErO CTaTyca AOKYMEHTOB;

d) obecneyveHunto HaNM4Ynsa BepPCUn COOTBETCTBYIOLLMX AOKYMEHTOB B MECTaX UX MCMOSb30BaHWS;

€) onpegeneHuvto nopsifka NpocMoTpa JOKYMEHTOB U UX NAEHTUdUKaLUK;

f) obecneyeHunto JOCTyNa K 4OKYMEHTaM aBTOPU30BaHHbLIM NULLAM, a Takke nepegaydun, XpaHeH s U yHUY-
TOXEHMWsI B COOTBETCTBUM C NpoLeaypamu, NPUMEHUMbIMU K CTENEHU UX KOHPUAEHLMANBHOCTY;

g) vaeHTudmrkaumm JOKYMEHTOB, CO34aHHbIX BHE OpraHu3aumu;

h) oGecneyeHnto KOHTPOMS 3a pacnpoCTpaHeHNEM AOKYMEHTOB;

i) NpegoTBpaLlEHUIO HENPeLHaMEPEHHOMO NCMOSb30BaHUA yCTapeBLUMX AOKYMEHTOB;

j) ucnonb3oBaHMIO COOTBETCTBYIOLLEN MAEHTUUKALNN YyCTapeBLLMX AOKYMEHTOB B Criyvyae ux ganbHen-
LLero XxpaHeHus.

6
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4.3.3 YnpaBneHue 3anmcamm

[lna npepocTaBneHns CBUAETENLCTB COOTBETCTBUS TPEOOBaHMAM U pe3ynbTaTUBHOCTU OYHKLNOHNPO-
BaHnss CMWB HeobxoomMmo BeCTM 1 NogaepKMBaTh B paboyeM COCTOSHMM yYEeTHbIE 3annuch. YUeTHbIe 3anmcu
HeobxoanMo KOHTponuposaTh 1 3awwmwats. CMUB gonkHa npyHMMaTh BO BHUMaHue Bce HOpMaTUBHO-MPaBo-
Bble TpeboBaHUA 1 JOroBOpHbIE 0653aTeNbCTBA, UMetoLLue oTHoLeHne K VB. 3anucn AomkHbI 6bITb YETKUMN,
nerkonaeHTumUMpyemMbiMm U BOCCTaHaBnMBaeMbiMy. Mephbl ynpasneHus, Tpebyemble Ana ngeHTudrkaumm,
XpaHeHusi, 3aluTbl, NOUcKa, onpenenieHns CPOKOB XPaHEHUS U YHUYTOXEHWUsSI 3anucenr OOSMKHbl ObiTb
OOKYMEHTUPOBAHbI M peann3oBaHbl.

Kpome aToro, crniegyeTt BECTU U XPaHUTb 3anNnUcK O BbIMOSTHEHNN MPOLIECCOB, ONUCAHHbIX B 4.2, 1 060 BCex
3HaYMTENbHbLIX UHUMAEHTaX MHpopMaLMoHHOM Be3onacHoCTu, cBA3aHHbIX co CMUB.

lMpumep — lMpumepamu 3anucel 18/ITIOMCSI: XKYPHall peaucmpayuu nocemumesiel, om4yemal 0 pe3ysibma-
max aydumos, 3anosiHeHHbIe hopMbI agmopu3ayuu docmyna.

5 OTBeTCTBEHHOCTb PyKOBOACTBA

5.1 Ob6sa3aTrenbLcTBa pyKOoBOACTBA

PykoBoacTBO OpraHun3aLmm 4OMmKHO NPeaoCTaBnAaTh JOKa3aTenbCTBa BbIMOSTHEHNSI CBOMX 0083aTenbCTB
B OTHOLLEHWM pa3paboTku, BHeApeHUs, obecneyeHnss PyHKLMOHNPOBaHWS, MOHUTOPUHIa, aHann3a, noaaepx-
kv n ynydwerus CMUB nyTem ocyllecTBneHns cneayoLwmx Mep:

a) paspaboTtku nonutmkn CMUB;

b) o6ecneuveHus paspaboTku uenen n nnaHos CMUB;

c) onpeneneHns yHKUUN M OTBETCTBEHHOCTM B obnacTtu Ub;

d) poBegeHust OO BCEX COTPYAHMKOB OpraHusaumMmM MHGOpMauuM O BaXKHOCTM OOCTUMXKEHUS Lenen
NMHOpMaLNOHHON 6Ee30MacHOCTU N COOTBETCTBMSA ee TpeboBaHUSAM MOMMTUKM opraHu3auum, ob nx oTBeT-
CTBEHHOCTM Nepep, 3aKkOHOM, a TakKe 0 HEOOXOAMMOCTM HEMPEPLIBHOIO COBEPLLEHCTBOBAHMSA B peanunsaumm
mep UB;

e) BblAeneHus HeoBxoaMMbIX M OOCTATOYHbIX PECYpCcoB Ans pas3paboTku, BHeapeHus, obecnevyeHuns
PYHKLMOHUPOBAHUS, MOHUTOPUHIa, aHanuaa, nogaepxku n ynydwexus CMUB (cm. 5.2.1);

f) ycTaHOBREeHUs KpuTEpPMEB NPUHATUS PUCKOB U YPOBHEN NX MPUEMMEMOCTMH;

g) obecne4veHus npoBeaeHUs BHyTpeHHux ayantoB CMUB (cm. pasgen 6);

h) nposegenuns aHanuza CMWB co cTopoHbl pykoBoAacTBa (CM. pasgen 7).

5.2 YnpaBneHue pecypcamu

5.2.1 ObGecneyeHue pecypcamm

OpraHnsaums JofmKHa onpeaennTb U NpeaocTaBnTb PeCYPChl, HEOOX0AMMble A11S:

a) paspaboTku, BHegpeHusi, obecneveHnsa yHKLUMOHNUPOBAHNSI, MOHUTOPUHIA, aHanmaa, ynyyleHns u
nogaepxkn CMUB;

b) nopaepxku TpebosaHnin BusHeca npoueaypamv MHPOPMaLMOHHOM 6e30NacHOCTY;

C) BbISIBNIEHUSA 1 obecnevyeHus BbINOMHEHNs TpeboBaHN COOTBETCTBYIOLNX 3aKOHOB, HOPMATMBHbIX
aKTOB, a TaKkKe AOrOBOPHbIX 0653aTENLCTB B 061aCTM MHGOPMaLMOHHONM 6e30MacHOCTY;

d) noppepxaHusi agekBaTHOM 6e30MacHOCTU NyTeM NPaBUITbHOrO MPUMEHEHUSA BCEX PearM3oBaHHbIX
Mep ynpaBrieHUs;

e) npoBeAeHus, Npu He06X0AMMOCTM, aHanu3a u NPUHATUSA COOTBETCTBYIOLLIMX MepP MO ero pesyrnbTaTtam;

f) noBblweHuMs, Npy HeobxogumocTu, pesynbtaTneHocTn CMUB.

5.2.2 MoproroBKa, 0cBeAOMIIEHHOCTb M KBanudmkauma nepcoHana

Oprannsaums gomkHa obecneunTb HeobxoaMMyto KBanudmrkaumio nepcoHana, Ha KOTOpPbI BO3MOXEHbI
06a3aHHOCTU BbINONHeHMs 3agady B pamkax CMUB nytem:

a) onpegeneHus TpebyemMoro ypoBHs 3HaHMIM U HABLIKOB A151 NepCOHarna, KoTophbI BbINOMHSET paboTy,
Bnusitowyto Ha CMUB;

b) opraHusaummobyyeHnsa nepcoHana unu NpUHATUA Apyrux mep (HanpumMep, Haem KOMMNEeTEHTHOro nep-
coHana) Anst yaoBneTBOpPeHUs yka3aHHbIX NoTpebHoCTel;

C) OLEHKM pe3ynNbTaTUBHOCTU NPEANPUHSTLIX 4ENCTBUN;

d) BegeHwus 3anucent 06 obpaszoBaHMM, NOArOTOBKE, HaBbIkaX, OMNbiTe N KBanMdUKaLumMm cCOTPyOHUKOB
(cm. 4.3.3).

OpraHnsaums gomkHa Takke obecnednTb NOHMMaHWe BCEMMN COOTBETCTBYOLLMMW COTPYAHMKAMW 3HAYM-
MOCTU M BXXHOCTWN AeATENbHOCTU B 06nacTn uHpopmMaLnmoHHoM 6e30nacHOCTH, M UX POSv B AOCTUXEHUU LierNen
CMWB.
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6 BHyTpeHHMe ayaAuTbl CUCTEMbl MEHegXKMeHTa MHPOPMaLMOHHOWN
6e3onacHocTu

OpraHusaums 4omkHa B COOTBETCTBUU C YTBEPXKAEHHbIM rpadhMkoM NpoOBOAWTL BHYTPEHHUE ayauTbl
CMWMB, nosBonsitoliMe yCTaHOBUTbL, YTO LieNV yMpasreHus, Mepbl ynpaBreHus, NpoLeccsl U npoueaypsbl
CMWB:

a) COOTBETCTBYIOT TpebOBaHMAM HACTOSLLErO CTaH4apTa U COOTBETCTBYIOLLMM 3aKOHaM Ui HOpMaTUB-
HbIM JOKYMEHTaM;

b) cooTBeTCTBYIOT ycTaHOBNEHHLIM TpeboBaHusam UB;

C) pe3ynbTaTVBHO BHEAPSAIOTCH M NOAOEPXKNBAIOTCH;

d) YHKUMOHMPYIOT OOIMKHBIM 06pasom.

Mporpamma ayguTa JosmkHa ObITb CNnaHMpoBaHa ¢ yHETOM CTaTyca M BaXXHOCTU NPOBEPSIEMbIX NPOLIeC-
COB VM 30H, MOANEXaLUNX ayanTy, a Takke pe3ynbTaToB NpeablayLmnx ayantos. JomkHbl ObITe onpeaeneHb Kpu-
Tepun, obnacTb, YacToTa n MeToabl ayauTta. OTbop ayanTopoB 1 Npoueaypa ayanta SOSMkHbI obecneynBatb
ero 00bLEKTMBHOCTb 1 6ECNPUCTPACTHOCTb. AyaANTOPbI HE AOMKHBI MPOBOAUTE MPOBEPKY CBOEW COOCTBEHHOM
paboTbl.

MpaBuna n TpeboBaHWs, OTHOCALUMECS K NNaHWPOBAHWIO, NPOBEAEHUIO ayauTa, COOBLEeHn0 O ero
pesynbTaTax u noggepxaHuio B paboyem cocToAHMM yYeTHbIX 3anucem (cM. 4.3.3), AOMKHbI BbITb AOKYMEHTU-
pOBaHbI.

PykoBogutenb, OTBETCTBEHHBIN 3a NPOBEPAEMBIN y4aCcTOK AeATENBHOCTU OpraHn3aumm, JOIMKEH CBOe-
BPEMEHHO 1 6e3 3agepxkn obecneynTb NpoBeAeHMe NPOBEPKN B LEeNAX yCTpaHeHNss OGHapyXeHHbIX HECOOT-
BETCTBUI N X NpuYMH. MNocnenyoume 4eNcTBUSA OMKHbI BKIOYaTb B Ce65 NpOBEPKY NPeANPUHSATLIX AENCTBUIA
1 coolLueHne o pesynbTaTax NnpoBepku (cM. pasgen 8) [8].

7 AHanus cucteMbl MeHe4XXMeHTa UHOPMaLMOHHOMN 6e30nacHOCTH
CO CTOPOHbI PyKOBOACTBa

7.1 O6uwme nonoxeHusn

PykoBOoACTBO AOMKHO B COOTBETCTBUMN C YTBEPXKAEHHBLIM rpachMkoM nepuoanveckm (He meHee O4HOro
pasa B roa) nposoauTb aHanus CMWB opraHusauum B uenax obecnevyeHms ee NnoCTOAHHOW NPUroAHOCTH, aae-
KBaTHOCTU U pe3ynbTaTMBHOCTU. Pe3ynbTathl aHanmM3a AOMMKHbl cogepXaTb NpeanoXeHns no U3MeHeHuo
CMWMB n oueHKy nx peanu3auun B MHTepecax obecnevyeHuss BbIMONHeHNst TpeboBaHWIA NONUTUKN N LIENEN
NMHopMaumnoHHon Ge3onacHoCcTU. Pe3ynbTaTbl Takux NPOBEPOK AOMMKHBLI ObiTh 3achMKCMpPOBaHbl JOKYMEH-
TanbHO, a y4eTHbIE 3anncKu OOIMKHbI OblTb COXpaHeHbl (CM. 4.3.3).

7.2 BxopgHble AaHHble 4N aHanmM3a cMcteMbl MEHeAKMeHTa MH(opMaLMOHHOM 6e30nacHOCTH

BxoaHble gaHHble onst aHanmsa CMWB co cTopoHbl pyKOBOACTBA AOMKHbI BKIHOYaTh B cebs cnefytoLyto
WUHpopmauuio:

a) pesynbTaTbl Npeabiaymx ayanToB u aHanmsa CMUB;

b) pesynbraTbl B3anMOAENCTBUS C 3aHTEPECOBAHHbLIMU CTOPOHAMU;

C) meToabl, CPEACTBA UMW NPOLIEAYPLI, KOTOPbIE MOryT ObITb MCMOMb30BaHbI B OpraHM3aunm ans coBep-
LLIEHCTBOBAHNS PYHKLMOHUPOBAHUSA 1 NOBLILEHUA pe3ynbTaTBHocTn CMUB;

d) npaBoBoe 060CHOBaHWE NpeaynpexaaLLmX U KOPPEKTUPYHOLLNX AENCTBUN;

€) YsSI3BUMOCTU UNn Yrpo3bl, KOTOpble He Dbl afekBaTHO YUTEHbI B NpoLiecce NpeablayLlen oueHKu
PUCKOB;

f) pesynbTaTbl KONMMYECTBEHHON OLEHKN pe3yrnbTaTtneHoctn CMUB;

g) nocrnegyoLine encTeng, BblTeKaoLLme U3 npeablayLiero aHanmsa co CTOPOHbI PyKOBOACTBA;

h) no6ble nameHeHus1, koTopble Mornu 6bl noBnMATe Ha CMUB;

i) pekomeHgaLmm Nno yny4dweHuto.

7.3 BbixogHble AaHHble aHanNM3a cCUCTeMbl MeHegXXMeHTa MHhopMaLMoOHHOM 6e30MacHOCTU

BbixogHble gaHHble aHanm3a CMUB co cTopoHbI pyKOBOACTBA AOMKHbI BKIHOYaTb B Ce05 BCE peLleHns n
OEeNCcTBUS, HanpaBrieHHbIE:

a) Ha nosbllweHne pesynbTaTnsHocTn CMUB;

b) Ha obHOBREHNE NNaHOB OLIEHKN 1 0OPabOTKM PUCKOB;

C) HamMoandmkaLmo npoueayp Y Mep ynpaeneHus n KOHTpons, Bnustowmx Ha UB, ¢ uenbto obecneunTb
pearvpoBaHue Ha BHYTPEHHME UK BHELLHME COObITUSA, KOTOPbIE MOrYyT Oka3aTb Bo3genctane Ha CMUB, Bknto-
Yyasi USMEHEHUSI:

1) B Gu3Hec-TpeboBaHusX;
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2) B TpeboBaHusix 6e3onacHocTy;

3) B BM3Hec-npoueccax, BNUSIOLLMX Ha CyLLecTBYoLWwmne 61usHec-TpeboBaHus;

4) B 3aKOHax M HOPMaTUBHbIX JOKYMEHTAX;

5) B 4OroBOpHbIX 06513aTENbLCTBAX;

6) B yPOBHSIX pUCKa U/Unun KpUTEPUEB NPUHSATUS PUCKa;

d) Ha noTpebHOCTH B pecypcax;

€) Ha COBepLUEHCTBOBaHUE CMOCOOOB OLIEHKM PE3YNbTaTUBHOCTM MEP YNpaBreHus.

8 YnyuweHue cucteMbl MEHEA)KMEHTa UH(pOPMALIMOHHOM 6e30nacHOCTH

8.1 MNocTosiHHOE yny4lueHue

OpraHnsaums gosmkHa MOCTOSHHO NOBbIWAaTh pedynbTatBHocTb CMWB nocpeacTBom yTOYHEHUS MOMK-
Tmkun VB, uenen Nb, ncnonb3oBaHus pesynbTaToB ayauMTOB, aHanm3a KOHTPONMPYEMbIX COBbITUIA, KOPPEKTUPY-
IOLLMX M NpegynpexaatoLmx 4ENCTBUI, a Takke UCNONb30BaHNSA pyKOBOACTBOM pedyrbTaToB aHanuda CMUB
(cm. pasgen’7).

8.2 Koppektupymuime nencreus

OpraHusaums omkHa NpoBoAUTL MepPONpUATUS MO YCTPAHEHMIO MPUYNH HECOOTBETCTBMI TpeboBaHMSM
CMWE c uenbto npeaynpeanTb MX NOBTOPHOE BO3HUKHOBEHME. [lOKyMeHTUpoBaHHas npoLeaypa KoppekTupy-
lOLLLEr0 eNCTBMSA JOJKHA yCTaHaBnmMBaTh TpeboBaHmWs MNo:

a) BbISIBNIEHNIO HECOOTBETCTBUI;

b) onpeageneHunio NpMYNH HECOOTBETCTBUI;

C) oueHMBaHWO HeobX0aUMOCTU OENCTBMI BO M3bexaHNe NOBTOPEHNSI HECOOTBETCTBUMN;

d) onpegeneHuvto u peanu3aunmn HEOOXOANMbIX KOPPEKTUPYIOLLMX AENCTBUN;

€) BeAEHWIo 3anncen pe3yrnbTaToB NPeanpuHATLIX gencTeun (cMm. 4.3.3);

f) aHanu3y npeanpuHATOro KOPPEKTUPYHOLLETO ENCTBUS.

8.3 Mpeaynpexparowme AeMcTBUA

OpraHusaums gosmkHa onpeaenstb AeUCTBUS, He0OxoaMMble AN YCTPaHEHUS MPUYMH MOTEHUMANbHbIX
HecooTBeTCcTBMN TpeboBaHmam CMUB, ¢ uensto NnpegoTBpaTUTbL UX NOBTOPHOE nossreHue. MNpeanpuHnmae-
Mble npeaynpexaatrolne OencTBUA AOMKHbI COOTBETCTBOBATb NMOCMNEACTBUAM MOTEHLManNbHbIX Npobnem.
[okymeHTUpoBaHHas npoueaypa npeanpuHATOro npeaynpexparolwero AencTBusa AoMKHa yCcTaHaBnmMBaTh
TpeboBaHUs No:

a) BbISIBIIEHMIO MOTEHLMAarNbHbIX HECOOTBETCTBUI U UX MPUYMH;

b) oueHnBaHuMO HEOOXOAMMOCTM ENCTBUS C LIENbI0 NpeaynpeauTb NosiBNIeHNe HECOOTBETCTBUI;

C) onpeperneHuto 1 peanuaaunm HeobxoguMoro NnpeaynpexaaoLLero 4encTeums;

d) 3anucu pe3ynbTaToB NpeanpuHAToro gencteus (cm. 4.3.3);

€) aHanuay pesynbTaToB NPeanpuHATOro AeNCTBUS.

OpraHunsaumsa gormkHa onpegenntb U3MEHEHNsT B OLlEeHKaxX PUCKOB U YCTaHOBUTL TpeboBaHus K npea-
ynpexgarLwmm AercTBuAM, npy 3ToM obpallas ocoboe BHMMaHue Ha CyLLeCTBEHHO N3MEHEHHbIe Konnyec-
TBEHHbIE MOKa3aTesnn PUCKOB.

MpuopuTeThl B OTHOLLEHUU peanu3auun npegynpexagarowmx 4encTBUA AOMKHbI ObiTb onpeaeneHsl Ha
OCHOBE pe3yrbTaToB OLEHKU PUCKa.

MpumMedyaHune—OOGbLIMHO 3aTpaTbl Ha NPOBEAEHUE MEepPONpPUATUI MO NpPefoTBPALLEHUI0 HECOOTBETCTBUN
6onee 3KOHOMWYHbI, YeM Ha KOPPEKTUPYHIOLLME OENCTBUS.



FOCT P NICO/MIK 27001—2006

MpunoxeHune A
(pexomeHayemoe)

Llenu U Mepbl ynpaBneHus

Llenn n mepbl ynpaBneHusi, nepevncrieHHble B Tabnvue A.1, HENOCPEACTBEHHO B3AThl U3 NEPEYHS Lienen u mep
ynpasrneHus, npueeaeHHoro B MICO/M3K 17799:2005, pasgensl 5—15, n NOMHOCTBIO C HUM cornacoBaHbl. [lepeyeHb Mep
yrnpaBreHus, coaepXalnincst B JaHHON Tabnuue, He SBMSETCS MCYEPNbIBAKOLWNM, U OpraHn3aunst MoXeT paccMoTpeTb
Heo6Xx0aUMOCTb AOMONHUTENBHbIX LieNew u Mep yrnpasrneHns. Beilbop uener n Mep ynpaeneHus v KOHTPOIS, NPUBEAEHHbIX
B Tabnuue, AomkeH ObiTb OCYLLECTBINEH B COOTBETCTBUM C pa3genom 4.

B paspenax 5—15 NCO/M3K 17799:2005 nprBeaeHbl pekoOMeHAaLum Nno peanuaaummn 1 ykasaHusl ¢ TOUKN 3pEHUS
nepeaoBoN NPaKTUKM B OTHOLLEHUN NOAAEPXKKM Mep YrpaBneHns, U3noxeHHbIx B A.5—A.15.

Tabnwuuya A.1— Lenu n mepbl ynpaBneHus

A.5 Monutuka 6e3onacHocTn

A.5.1 MonuTtnka nHcpopmaLmMoHHOM 6e30nacHOCTH

Llenb: ObecneunTb yyacTue BbICLLErO PYKOBOACTBA OpraHuW3auuy B peLleHuM BOMPOCOB, CBSA3aHHbIX ¢ obecne-
YyeHueM MHOPMaLMOHHO 6e30MacHOCTH B COOTBETCTBUM C LIENsIMU AEATENBHOCTY OpraHm3aumm (busHeca), 3akoHamu
1 HOPMaTUBHBLIMU aKTamm

A511 [okymeHTUpoBaHue Monutuka nHopmaLMoHHON 6e30NacHOCTY JOMKHA ObITb PYKOBOACT-
NONUTUKN nHpopmMa- | BOM yTBEPXKAEHa, U3gaHa u AoBeAeHa [0 CBeAeHUs BCeX COTPYAHWKOB
LIMOHHON Be3onacHocTu opraHunsauum, a Takke CTOPOHHWUX OpraHn3auuni

A5.1.2 AHanua NMONMUTUKN MonnuTuka MHAOPMAaLMOHHON ©e30MacHOCTU OopraHu3aumMmM AoKHa

MHdOpMaUnoHHon  be-
30MacHoCTU

GbITb NOABEPrHyTa aHanm3ay 1 NepecMoTpy Yepes 3afgaHHble NPOMEXYTKM
BPEMEHW UMK NPU NOSIBIEHUWN CYLLECTBEHHbIX M3MEHEHMWI XapakTepucTuK
uenew 6esonacHocTU

A.6 OpraHusauusa nHgopmaunoHHON 6e3onacHoOCTH

A.6.1 BHyTpeHHss1 opraHusauus

Llenb: O6ecneyenne ynpaBneHus MHHOPMaLMOHHOM 6e30MacHOCTbIO B OpraHn3aumm

A.6.1.1 O6s13aHHOCTN  pyKO- PykoBoacTBO opraHusaumm OMmKHO NOCTOSAHHO NOAAePXKUBaThb 3adaH-
BoactBa Mo obecneye- | Hbl ypoBeHb MHOPMaLMOHHOW 6e30MacHOCTU NyTeM BHEAPEHNS CUCTe-
HUIO  MHAOPMAaLMOHHON | Mbl MEHeMKMEHTa, a Takke nyTem pacnpegeneHvus obssaHHocTen u
©e3onacHocTn OTBETCTBEHHOCTW NepcoHana 3a ee obecneveHune

A.6.1.2 KoopguHauma  Bon- OenictBusa no obecrnevyeHno MHpOPMaUNOHHON 6e30MacHOCTU LOIK-
pocoB obecneyvyeHns MH- | Hbl KOOPAWHMPOBATLCHA MPeACTaBUTENAMWU PasfnuyHbIX NoApasfaeneHumn
dopMaumnoHHon  6e30- | opraHusauuv, UMELLMMU COOTBETCTBYHOLUME (PYHKUUM U OOIMKHOCTHbIE
nacHocTu 00513aHHOCTM

A.6.1.3 PacnpeneneHune obs- O65s3aHHOCTM nepcoHana no obecneyeHnto MHOPMaLMOHHON 6e30-
3aHHocTel Mo obecne- | NACHOCTU AOMKHbI ObiTb YETKO onpeaeneHsbl
YEHVK  MHOpPMaLUOH-
Hown 6e3onacHoCTn

A6.1.4 Mpouenypa nony4ye- PykoBoACTBO AOMKHO OnpeaennTb U BHEAPUTL NpoLeaypbl NonyYeHns
HUS paspelleHns Ha UC- | paspeLleHust Ha MCNoNb30BaHUE HOBbIX CPeAcTB 06paboTku nHdopmaumm
nonb3oBaHWE  CPEACTB
06paboTkn nHdbopmauum

A6.1.5 Cornawenus o co- PykoBOACTBO OpraHnsaumnv AOMKHO onpeaensTb YCnoBus KOHuaeH-
onogeHun  KoHdUAEH- | UManNbHOCTM UMK BblpabaTbiBaTb COrnalleHus 0 HepasrnaweHum NHGop-
LmanbHOCTH Mauun B COOTBETCTBUM C LENSAMU 3alLmTbl MHCOPMaLUN U perynspHo nx

nepecmaTtpuBatb

A.6.1.6 Bsanmopeincteme ¢ PykoBoacTBO opraHusaLmm OmKHO NOAAEPKMBATL B3anMogencTBme ¢
KOMMETEHTHLIMX  Opra- | COOTBETCTBYIOLLMMM KOMMETEHTHBLIMW OpraHamm
HamMmu

A.6.1.7 Bsaumopeiictene ¢ PykoBoacTBO opraHnsaLumm 40MmKHO nogaepXvsaTb COOTBETCTBYOLLEE

10

accoumaumsmm ¥ npo-
heccroHanbHbIMKU Tpyn-
namm

B3anMoAencTene ¢ npodeccuoHanbHbIMU rpynnamu, accoumaumsmm u
yyacTBoBaTb (OpraHusoBbiBaTb) B KOHepeHuusax (dopymax) cneuma-
nucToB B obnacTtn nHgpopmaumoHHon 6esonacHocTu
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A6.1.8

HesaBucumass  npo-
Bepka (ayauT) nHdopma-
LIMOHHOM Ge3onacHoCcTn

Mopsinok opraHuMsaumMm u ynpaeneHuss uHdopMaumoHHon Gesonac-
HOCTbIO M ee peanu3auus (HanpvMmep, U3MeHeHne Lernen n mep ynpas-
neHus, NOMWTUKW, NpoueccoB M npoueayp obecneyeHunss uHdopma-
LMOHHOM 6e30MmacHOCTN) AOMKHbI ObITb NOABEPTHYTHI HE3ABUCUMOW MpOo-
Bepke (ayauTy) 4epes3 onpeferieHHble MPOMEXYTKM BPEMEHW Unu npu
NOSsIBNEHNM CYLLECTBEHHbIX M3MEHEeHW B crnocobax peanusaumm mep
6e3onacHocTn

cucremam

A.6.2 ObecneyeHne 6e3onacHOCTU NMPU HaANMU4YUM [OCTYNa CTOPOHHMX OpraHu3auum K MHhOpPMaLUOHHBIM

Llene: MopaepxmBaTb 6e3onacHoCTb MHopMaLmMn 1 cpeacTs 06paboTkv MHbopMaLMmn opraHn3auum Npy Hanuymmn
[0CTyna K HAM CTOPOHHUX OpraHv3aumi B npoueccax 06paboTku 1 nepegayn aton MHopmauum

A.6.2.1 OnpepeneHne puc- Mepen npepocTaBneHMeM [AOCTyNa CTOPOHHWM OpraHu3auusam K
KOB, CBSI3aHHbIX CO CTO- | MHdOpMauuM u cpeactsam ee obpaboTkM B npouecce AeATeNbHOCTU
POHHMMMK OpraHu3auusi- | opraHu3aumm HeobXoAMMO OnpedenaTb BO3MOXHbIE PUCKM AN MHAOpP-
MU Mauum u cpeacTs ee 06paboTkM U peanu3oBbIBaTb COOTBETCTBYOLLNE UM

Mepbl 6e3onacHocTu

A6.2.2 Paccmotpenune Bon- Mepen npepocTaBneHvem knveHTam npaea Aoctyna kK uHdopmauun
pocoB 6e30MacHOCTM MPU | UMW aKkTMBaM OpraHusauuyM HeobxooumMo onpenenvTb U BHEOAPUTL Mepbl
paboTe ¢ KnueHTamu 6e3onacHocTn

A6.2.3 PaccmoTpeHue Tpe- CornalueHuns co CTOPOHHUMM OpraHn3aumsiMm OOMKHbI CoaepXxaTb BCe

OoBaHU ©esonacHoCcTU
B cornaleHusix co CTo-
POHHUMUK  OpraHu3auusi-
MU

TpeboBaHus GesonacHocTuW, BkMoyvawwme B cebs npasBuna goctyna K
npoueccam o6paboTkn, nepegayn uMHGOPMAUUM WU K YNPaBNEHUIO
UHopMaumen unu cpeacTsamu ob6paboTkm MHopmaLMm opraHusaumm, a
Tawkke 1 B criyyae npuobpeTeHus AOMNOMHUTENbHbBIX NPOrPpaMMHbIX NPo-
AYKTOB MW OpraHM3aummn cepBMCHOro obcnyxmBaHunsi cpeacts o6paboTku
UHopMauun

A.7 YnpaBneHue aktTuBamu

A.7.1 OTBeTCTBEHHOCTb 3a 3alUTy aKTUBOB OpraHu3auumu

Llens: ObecneunBaTtb COOTBETCTBYIOLLYIO 3aLlUNTYy akKTUBOB OpraHn3aunun

A7.1.1 MHBeHTapu3aumsa ak- Onucb BCcex BaXKHbIX aKTMBOB OpraHM3aumm AoMmkHa ObITb cocTaBneHa
TUBOB W aKTyanu3aupoBaHa
A7.12 BnageHue aktnBamum Bca nHdopmaumsa 1 akTuBbl, CBSAI3aHHbIe CO cpeacTBaMu 06paboTkm
WHbOPMaLWK, [OMKHBI UMEeTb HasHauyeHHoro Bo BrnapgeHue" npepcTa-
BUTENS OpraHn3aumm
A713 Mpuemnemoe wuc- MpaBuna 6e3onacHOro NCNonb3oBaHMA NHOPMaLIMU U aKTUBOB, CBS-

nonb3oBaHMe akTUBOB

3aHHbIX CO cpedcTBamMu 06paGOTKM MH(OPMAaLMK, OOKHbI OblTb onpe-
[eneHbl, JOKYMEHTUPOBaHbI U peanv3oBaHsbi

A.7.2 Knaccudmkaumsa nHdopmauumn

Llens: ObecneunTb YBEPEHHOCTb B TOM, 4YTO MHOpMaLMA 3alMLLEHa Ha HagnexXallem YpoBHE

AT7.21 OCHOBHbIE MPUHLMMbI NHopmaumsa gomkHa 6bITb KnaccugurumupoBaHa Ucxoasi U3 NpaBoBbIX
Knaccuduvkaumm TpeboBaHun, ee KOHPUAEHUNANBLHOCTU, a TakKe LLEHHOCTU U KPUTUYHOCTM

ANs opraHnsaumm
AT7.22 MapkumpoBka n obpa- B cooTBeTCTBMM C MNPUHATOW B OpraHu3auum CUCTEMOWM Krnaccu-

60Tka UHopmaLmm

dukaumm JormkHa ObiTb paspaboTaHa M peanv3oBaHa COBOKYMHOCTb
npoueayp MapkupoBku 1 06paboTku UHbopMaLmm

1

) TepMuH «Bnageneu» (owner) onpeerneH Kak JMUO UM opraH13aumsi, Ha KOTOPYIO BO3MOXeHa YCTaHOBIEHHas
OTBETCTBEHHOCTb YNpaBreHUs No KOHTPOIO NPOM3BOACTBA, pa3paboTke, NoaaepKKe, UCNOMb30BaHMI0 U 6e30MacHOCTH
aKTVMBOB. TEPMUH «BnafeneL» He 03Ha4YaeT, YTo AaHHOe NULO DaKTUHECKM UMEET NpaBa COBCTBEHHOCTU Ha 3TOT aKTUB.

11
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A.8 NpaBuna 6e3onacHOCTH, CBA3aHHbIE C NEPCOHANIoOM

A.8.1 MNepen pr,f:loycrpo171C'r|30M1

)

Ll,enb: ObecneunTb YBEPEHHOCTb B TOM, YTO COTPYAHUKKU, NOOPAOYNKN U NONb3oBaTesin CTOpOHH6I7I opraHunsauunun
0OCO3HaKT CBOK OTBETCTBEHHOCTb U CMOCOGHbI BbINMOSHATL npeaycMoOTpeHHble Ond HUX beHKLLVIVI N CHWXaTb pPUCK OT
BOpOBCTBaA, MoLWleHHM4YeCcTBa N HeLeneBoro Mcnofb3oBaHUA 060pyﬂ,OBaHl/|F|, a Takxe OT Yyrpos 6e3onacHOCTU WH-

dopmaumn
A8.1.1 ®PyHKUMN 1 06HA3aH- PyHKUMKM N 06A3aHHOCTM NepcoHana no obecneyeHuto 6esonacHoOCTM
HOCTM MepcoHana no | COTPYAHWKOB, MOAPSAYMKOB WM MOSfb30BaTenelr CTOPOHHEW opraHu3aumu
obecnevennto Ge3onac- | AOMKHbI ObITb ONpeaeneHbl  JOKYMEHTUPOBaHbI B COOTBETCTBUM C Tpebo-
HOCTU BaHMAMU MHGPOPMALIMOHHOW 6e30NMacHOCTM
A8.1.2 Mposepka npu npwue- MpoBepka Bcex KaHAUAATOB Ha MOCTOSHHYK paboTy, NOAPAAYNKOB U
Me Ha paboTy nonb3oBaTenen CTOPOHHEN opraHu3auuu [ofkHa ObiTb npoBefeHa B
COOTBETCTBUM C 3aKOHAMM, MHCTPYKLUSIMU U MpaBunaMu 3TUKKU, C y4eTOM
TpeboBaHun Gu3Heca, xapaktepa MHgopMauumu, K Kotopon Byaet ocy-
LLLeCTBMNEH WX AOCTYM, U NpeanonaraeMbiX PUCKOB
A.8.1.3 Ycnosuss  TpyaoBoOro CoTpyaHuKN, NOAPAOYMKN U NOMb30BaTeNM CTOPOHHEN opraHu3aumm
gorosopa OOMKHbI cornacoBaTh M NoANMcaThb YCNOBUS CBOEro TPYAOBOro 4OroBopa,
B KOTOPOM YCTaHOBIEHbI X OTBETCTBEHHOCTb W OTBETCTBEHHOCTb Opra-
HM3auMM OTHOCUTENBHO MHOPMAaLMOHHOM Ge3onacHoCTH

A.8.2 PaboTa no TpyaoBOMy AOroBOpYy
Llenb: O6ecneuntb yBEPEHHOCTb B TOM, YTO COTPYAHMKU, NOAPSAYMKM U MONb30BATENM CTOPOHHEW OpraHm3aumm

ocBefoMneHbI 06 yrpo3ax u npobnemax nHopmaLmoHHon 6e3onacHoCTH, 06 X OTBETCTBEHHOCTM U 0b6s3aTenbCTBaXx,
O3HaKOMIeHbI C MpaBunamu u obyyeHsl Npoueaypam Ans nogaepxaHns mep 6e3onacHoCTM opraHM3aLmmn Npy BeINor-
HEHWM UMUK CBOUX CIYXeOHbIX 00A3aHHOCTEN N ANSA CHUXXEHUSA pUCKa YeroBeyecKkoro dakropa Ans MHpopMaunoHHON

©es3onacHocTU

A8.2.1 O6s3aHHOCTN  pyKO- PykoBoacTBO opraHu3aumn OomkHO TpeboBaTb, YTOObI COTPYAHUKU,
BOACTBa noapsiAYvMKM 1 MONb3oBaTeNN CTOPOHHEW OpraHuM3auumn Obinv O3HAKOM-
NeHbl C NpaBunamMmu 1 npoueaypamu obecneyeHnss mep Ge3onacHocTu B
COOTBETCTBUM C YCTAHOBIEHHbIMY TpebGoBaHNAMMN
A8.2.2 OcBeoMIEHHOCTb, Bce coTpyaHuku opraHusaumm 1, npyM HEOOXOAUMOCTU, NOAPAAYUKA 1
obyyeHne n nepenogro- | NONb30BaTENM CTOPOHHUX OpraHM3auni OOSMKHbI MPOXOAMTb COOTBETCT-
ToBKa B 0bnactu nHgop- | BylLee obydeHne U NepenofroToBKy B LIEMSX PErynsipHoro nonyyeHus
MaLMOHHOW 6e3onacHoc- | nHdopmMaumMmM 0 HOBbIX TpeboBaHMAX NMpaBuml M Npouedyp opraHu3auun
™ 6e30MacHOCTM, HEeOOXOAMMBIX AN BbIMNOMHEHUST UMW OOJPKHOCTHbIX
dyHKUMA
A.8.2.3 OucumnnunHapHas K coTpygoHvkam, COBeEpLUMBLUMM HapylleHne TpeboBaHui Gesonac-
npakTuka HOCTW, OOMKHA ObiTb NPUMEHEHa AMCUMMIIMHAPHAsa MpakTuKa, YCTaHOB-
neHHas B opraHu3aumm

A.8.3 YBonbHeHMe Unu uaMeHeHue TpyaoBOro norosopa

Lleﬂb: ObecneunTb YBEPEHHOCTb B TOM, YTO COTPYAHUKKU, NOOPAOYNKN U NONb30oBaTesn CTOpOHH6I7I opraHunsauunun
yBeaOMIEHbI 06 YBOJIbHEHUN UNN U3MEHEHUU yCJ'IOBI/II;I TpyaoBOro Aoroesopa B COOTBETCTBUW C YCTaAHOBJIEHHbIM

nopsiaKom
A.8.3.1 OTBEeTCTBEHHOCTbL MO OTBeTCTBEHHOCTb MO OKOHYaHWUM AeNCTBUS TPYAOBOro 4OroBopa A0MK-
OKOHYaHuK OencTBMSA | Ha GbITb YETKO onpeaerneHa u yctaHoBneHa
TPYAQOBOro foroBopa
A.8.3.2 BosBpaT aktnBoB CoTpyaHWKM, NOAPAOYMKM U MONb30BATENN CTOPOHHEN OpraHu3aumm
0653aHbl BEpHYTb BCE aKTMBbl OpraHn3auny, HaxoasilumMecs B UX Nonb30-
BaHMU (BrageHun), No NCTEYEHMN CpoKa AENCTBUS TPYAOBOro 4OroBopa
unu cornawexuns (yBonoHeHue)
A.8.3.3 AHHyNupoBaHue npas MpaBa gocTyna k nHcpopmaLmm n cpegctsam o6paboTkm MHpopmaLmm
aoctyna COTPYOHMWKOB, NOAPSAYMKOB U MONb3oBaTene CTOPOHHEN opraHusauuu
OOMKHbl OblTb @HHYNMMPOBaHbI UMM YTOYHEHbI MO OKOHYaHWUW AOENCTBUS
TpyOooBoOro foroeopa (yBONbHEHMWE)

R Moa cnoBom «TpyaoycTponcTBo» (employment) 3gech NOHATHI criefyowmne cuTyauun: npuem Ha paboTty (Bpe-
MEHHYIO UMY NOCTOSIHHYIO), HA3Ha4YeHMe Ha AOMMKHOCTb UK NepeBo Ha APYry OOIMPKHOCTb, NepeodOopMieHne KOHTpak-
TOB UMW aHHYNMPOBaHMWE KaKUX-Nnbo U3 3TUX CUTYaLMNA.
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A.9 ®usmnyeckan 3awmTa U 3aLiMTa OT BO3LENCTBUSA OKpYyXKatollien cpeabl

A.9.1 OxpaHsieMble 30HbI

Llenb: MpegoTepallaTe HeCaHKLMOHUPOBaHHbIE (hM3NYECKMIA AOCTYM, NOBPEXAeHWe U BO3OeNCTBUS Ha NoMelLeHUs
1 MHpOPMaLMIO opraHu3aLmm

A.9.1.1 MepymeTp oxpaHsie- [nsa 3awmTbl 30H, rae MMeroTcs MHpopMaums 1 cpeacTsa o6paboTku
MOW 30HbI WHdOpPMaLMK, LOIMKHBI ObITb NCMONb30BaHbI NEPUMETPbLI OXPaHAEMbIX 30H
(bapbepbl, Takue Kak CTeHbl, NPOXOAHbIEe, 060PYAOBaHHbLIE CPEeACTBaMM
KOHTpONs BXoAa Mo MAEHTU(UKALMOHHBIM KapTovkam, wnu, rae npeay-
CMOTPEH, KOHTPOMb COTPYAHMKA PErMCTPALIMOHHON CTOWKN)
A.9.1.2 KoHTponb goctyna B OxpaHsiemas 30Ha [omkHa OblTb 3aluuieHa COOTBETCTBYHLUMMM
OXpaHAEMYIO 30HY cpeacTBamMy KOHTPONSA BXOAa, npeanonarawlwmMm obecnevmTb yBepeH-
HOCTb B TOM, YTO TOSbKO aBTOPW30BAHHbLIA NEPCOHaN MOXET MONyyYnTb
[OCTyn B 30HY
A9.1.3 ObGecneveHne 6e3o- TpeboBaHua k obecneyeHuto usmyeckon 6He3onacHOCTM 3AaHWN,
NnacHoOCTW 34aHWIi, Mpo- | NMPOU3BOACTBEHHLIX MOMELLEHUA U 0O0pPYAOBaHWUA OOMKHbI ObITb pas-
M3BOACTBEHHbIX MOMe- | paboTaHbl U peann3oBaHbl
LeHn n obopyaosaHus
A9.14 3aluTa OoT BHELLHUX TpeboBaHusa k obecneveHnto U3MYeckon 3alnTbl 34aAHWUNA, NPOMU3-
yrpo3 1 yrpo3 Co CTOpO- | BOACTBEHHbIX MOMeLleHUn u obopyaoBaHus OT HaHeceHus yuiepba B
Hbl OKpY>KaloLLen cpefbl | pesynbTaTe noxapa, HaBOAHEHMUSl, 3eMIeTpsicCEHMsl, B3pbiBa, obLLecT-
BEHHbIX 6ecnopsaakoB v Apyrmx NPUpPOAHbLIX U aHTPOMOreHHbIX hakTopoB
OOMXKHbI ObITb pa3paboTaHbl U peann3oBaHbl
A.9.1.5 BbinonHeHue paboT B TpeboBaHua Mo huanyeckon 3awmTe U pekoMeHO4auun no BbIMoOs-
OXpaHsAeMbIX 30Hax HeHVo paboT B OXpaHAEMbIX 30HaX JOJMKHbI ObITb paspaboTaHbl U peanu-
30BaHbl B UHCTPYKLMSAX
A9.1.6 30Hbl  ObLiecTBeH- MecTta goctyna, Takve Kak 30HblI npuema, OTrpy3kM MaTepuanbHbIX

HOro Joctyna, npvema u
OTrpy3KkM MaTepuanbHbIX
LieHHOCTEN

LEeHHOCTEN N Apyrme MecTa, rAe HeaBTOPU3OBaHHbIE fvua MOryT npo-
HUKHYTb B MOMELLEHWS, 4OMKHbl BbITb NOA KOHTPOMEM U, MO BO3MOXHOCTH,
AOMKHbI OblTb M30NMPOBaHbl OT cpeAacTB 06paboTkn MHopmauun BO
nsbexaHne HeCaHKLMOHMPOBAHHOIO AOCTyNa

A.9.2 BesonacHocTb 06opyaoBaHUA

Lenb: MNMpepoTBpawaTts NoTeplo, NoBpeXaeHNe, XULLEHNe UM KOMMPOMETaUM0 akTMBOB WM MpekpalleHne aes-
TeNbHOCTK opraHmn3auunu

A.9.21 PasmeweHne wn 3a- O6opyaoBaHMe OOMKHO ObITb pasMeLleHO M 3alMLLEHO TaK, YTOObI
wnta obopygoBaHua YMEHBLUNTb PUCKM OT BO3OENCTBMS OKPY>KaKoLLEN cpedbl U BO3MOXHOCTU
HeCaHKLMOHMPOBaHHOIO AocTyna
A.9.2.2 BcnomorartenbHble O6opyaoBaHne Heobxoaumo 3awmwaTh OT nepeboes B nogave anekT-
ycnyru po3aHepruun n apyrux cboes, CBsI3aHHbIX C OTKa3aMu B 06ecneveHnm BCno-
MoraTenbHbIX yCryr
A9.23 BesonacHocTb ka- CurnoBble ¥ TENEKOMMYHUKAUMOHHbIE KabernbHble ceTu, MO KOTOPbIM
6enbHoN ceTn nepefalTcsa AaHHbIe UMK MOOAEPKUBAIOTCA MH(OPMALMOHHbBIE YCIYTH,
Heobxoanmo 3awwmaTh OT Nepexearta NHoOpMaLUK UK NOBPEXOEHUS
A9.24 TexHunyeckoe obcny- [omkHO NpoBOAMTLCS Hagexallee perynspHoe TexHmdeckoe obeny-
XvBaHue obopyfoBaHua | XuBaHue obopyaoBaHus Ans obecneyeHns ero HenpepbiBHOW paboTo-
CMNocobHOCTU U COXPaHHOCTH
A9.25 ObecneyeHne 6Ge3so- Mpun obecneyeHnmn GesonacHoCTN 0OOPYAOBaAHMS, UCMONb3YEMOro BHE
nacHoctTn  obopygoBa- | MecTa ero NOCTOSIHHOWM 3KCcnnyaTtauun, A0MKHbI ObiTb YYTEHbI pasnnyHble
HWSI, UCTIONb3YEMOro BHE | PUCKM, CBA3aHHbIE C paboTol BHE MOMELLEHWIN OpraHn3auum
NoMeLLEeHNA  opraHusa-
uun
A9.2.6 BesonacHas yTtunu- Bce komnoHeHTbl ob6opygoBaHus, cogepXalime HOCUTENW AaHHbIX,
3aunMs WM MOBTOPHOE | AOIMKHbI ObiTb NPOBEPEHbLI C LIENbI YOOCTOBEPUTLCS B TOM, YTO NtoOble
ucrnomnb3oBaHne 00opy- | KOH(MAeHUManbHble AaHHble W MMLEH3UMOHHOE nporpaMMHoe obecre-
O0BaHus yeHve ObiNM yaaneHbl UnNu ckonupoBaHbl Ge3onacHbiM o6pa3om 00 ux
yTunu3sauum (CnnucaHus)
A9.2.7 BblHOC umyLlecTBa ¢ O6opyaoBaHve, UHopmMauuo nnn nporpamMmHoe obecneyeHve [o-

Tepputopum
umu

opraHunsa-

nyCKaeTCA BbIHOCUTb U3 NOMeLLeHUA opraHM3aunn TonbKO Ha OCHOBaHUN
COOTBETCTBYHOLLEro pa3pelleHna
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A.10 YnpaBneHue cpefcTBaMu KOMMYHUKaLuUM U UX PyHKLMOHMPOBaAHUEM

A.10.1 SkcnnyaTtauus cpeacTB U OTBETCTBEHHOCTb

Llenb: OBecneunTb Haanexatlee u 6esonacHoe PyHKLMOHUPOBaHWE CpeacTB 06paGoTkM MHGopMaLmUm

A.10.1.1 [okymeHTUpoBaHue OnepaumoHHbIe npoLeaypbl 4OMKHbI JOKYMEHTUPOBATLCS, NOAAEPXKM-
OMepaumoHHbIX  Mpoue- | BaTbCA M BbiTb 4OCTYNHLIMM ANS BCEX aBTOPU3OBAHHbIX NOMb3oBaTenen
Ayp aKcnnyartauum
A.10.1.2 YnpaBneHvne unsme- N3meHeHns B koHdUrypaumsx cpeacts obpaboTku mHdbopmauum m
HeHnAMU cucTemax AOSKHbl ObITb KOHTPONMPYEMbIMU
A.10.1.3 PasrpaHuyeHne 06s- O65s13aHHOCTM U 06NacTn OTBETCTBEHHOCTW AOSMKHbI OblTb pa3rpaHu-
3aHHOCTEN YeHbl B LIENAX CHUXEHUS BO3MOXHOCTEW HECaHKLUMOHWPOBaHHOW WIn
HenpegHamMepeHHoOW Moaudmkauum, WM HeueneBoro MCronb30BaHus
aKT1BOB OpraHM3aumm
A.10.1.4 PasrpaHunyeHune Cpepnctea pa3paboTku, TECTUPOBaHNSA U 3KCMyaTaumMmn JOMKHbI ObITb
cpeacTs pa3paboTku, | pasrpaHuyeHbl B LEnsX CHUKEHUS pucka HeCaHKLIMOHUMPOBAHHOMO JAocTyna
TECTUPOBAHMSA U IKCMIY- | WU N3MEHEHNS OMepaLOHHON CUCTEMBI
aTaumu

A.10.2 YnpaBneHue nocTaBKOW ycrnyr nuuaMmu n/mnn CTOpOHHUMU OpraHn3aunaMm

Llenb: PeanusoBaTb 1 nogaepxusatb Tpebyembln ypoBeHb MHOPMaLMOHHON 6e30nacHOCTM 1 OKa3aHus yCnyr B
COOTBETCTBMWN C AOroBOopamMu o6 okasaHuu ycrnyr CTOPOHHWMM OpraHu3auusiMy (BHELUHMMUW fvuuamn u/unmn opraHu-

3aunsimm)
A.10.21 OkasaHue ycnyr HomxkHa 6biTe 06ecneveHa yBepeHHOCTb B TOM, YTO Mepbl yrpaBrieHus
MHpOpMaUNOHHON 6e30NacHOCTLI, BKITKOYEHHbIE B JOrOBOP 00 OKasaHum
yCrnyr CTOPOHHEWN OpraHusauuu, peanusoBaHbl, PYHKLUMOHMPYIOT U noa-
OEPXNBAKOTCA CTOPOHHEN opraHu3aumei
A.10.2.2 MoHUTOpMHr 1 aHa- HeobxoomMmo perynsipHo nNpoBOAUTb MOHWTOPWHI, ayauT U aHanu3
N3 YCNyr, OKa3blBaeMbIX | YCIyr, OTYETOB M aKTOB, 0OecrneynBaeMbIX CTOPOHHEN opraHm3aumen
CTOPOHHUMMU niuamm
n/unu opraHM3aumamm

A.10.2.3 M3meHeHns npu oka- M3meHeHns npu okasaHum ycnyr no obecneyeHuto 6GesonacHocTw,
3aHWN CTOPOHHVMM Opra- | BKIOYas BHEAPEHVE U COBEPLUEHCTBOBaHME CyLLECTBYOLNX TPEOOBaHNN,
HU3auMamMu  ycnyr no | npoueayp v mep obecneyeHms MHPOPMaLMOHHON 6€30MacHOCTU, AOMMKHbI
obecneveHnto 6e3onac- | ObITb yNpaBnsieMbIMU C Y4ETOM OLIEHKN KPUTUHHOCTM CUCTEM U MPOLIECCOB
HOCTK 6u3Heca, a Takke pe3ynbTaToB MEPEOLEHKN PUCKOB

A.10.3 MNMnaHnpoBaHue NPOU3IBOAUTEINILHOCTU U 3arpy3Ku CUCTEM

Lienb: CBectvt kK MUHUMYMY pUck cb6oeB

B paboTe cucrtem

A.10.3.1 YnpasneHne npous- Heobxoammo ocyLLecTBNATL NPOrHO3MPOBaHUE, MOHUTOPWHT 1 KOPPEK-
BOAMTENbHOCTBIO TMPOBKY NOTPEBHOCTM MOLLHOCTM cucTembl Ans obecneyeHns Tpebyemoi

ee NpoM3BOAUTENBHOCTH
A.10.3.2 Mpuemka cuctem JomkHbl ObITb onpeaeneHsbl KpuTepun NPUHATAS HOBLIX U MOAEPHM-

3UPOBaHHbLIX UH(OPMALMOHHBIX CUCTEM, HOBbIX BEPCUI MPOrpamMMHOro
obecneyeHus], a Takke NPOBEAEHO TECTUPOBAHNE CUCTEM B MPOLIECCE UX
pa3paboTkM 1 NpUeMku

A.10.4 3awmTa oT BpeAOHOCHOIO Koaa U MOGMNLHOro Koaa

Llenb: 3awmwaTh LenocTHOCTL NPOrpamMmmMHOro obecneyeHnsi 1 MaccMBOB MHAOpMaLn

A.10.41 Mepbl  3awuTbl  OT [omkHbl ObITb peanu3oBaHbl Mepbl MO OOHapyXXeHWo, npeaoTBpa-
BPEOOHOCHOro kofa LLIEHMIO NPOHUKHOBEHMSI 1 BOCCTAHOBIEHUIO NOCME NPOHUKHOBEHUST Bpe-
OOHOCHOrO Koda, a Takke [OMKHbl ObiTb yCTaHOBMEHbI MNpoueaypbl
obecrneYveHns COOTBETCTBYIOLLENO OMOBELLEHNS NONb3oBaTenen
A.10.4.2 Mepbl 3aLnTblI OT MO- Tam, roe paspelleHo UCMosib3oBaHUME MOOMITbHOIrO koga, KOoHdury-
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30BaHMEM HeaBTOPM30BaHHOrO MOGULHOrO koda 6yaeT npeaoTepalleHo
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A.10.5 Pe3epBupoBaHue

Llenb: MopaepkmeaTh LENoCTHOCTb U AOCTYMHOCTb MHGpOpMaLMmn U cpeacTB 06paboTku MHopMaLmm

A.10.5.1

PesepBupoBaHue nH-
copmaumm

PesepBHble konvm nHopmaumm n NporpaMMHOro obecneyeHms Aomx-
Hbl cO34aBaTbCsl, NPOBEPSITLCA U TECTUPOBATLCS HA PEryrsipHO OCHOBE B
COOTBETCTBUM C MPUHATBIMU TpEOOBaHUSIMN pe3epBNPOBaHKS

A.10.6 YnpaBneHue 6e3onacHOCTbIO ceTn

Llenb: OBecneyunTb 3aLUmUTy MHGOPMaLMK B CETAX M 3aluTy noadepxuBatoLLein MHAppacTpyKTypbl

A.10.6.1 Cpeactea  KOHTponis CeTu fomkHbI BbITb aAeKBaTHO YNPaBnsieMbIMU M KOHTPONUPYEMbIMU B
cetn Lensix 3awmThbl OT Yrpo3 1 nogaepxaHus 6e3onacHoOCT CUCTEM U NPUIIo-
YXEHWM, NCMONb3YIOLLMX CeTb, BKMOYas UHGopmMaLumio, nepeaaBaemyto rno
ceTam
A.10.6.2 BesonacHocTe cete- Mepbl obecneveHusa 6e3onacHOCTU, YPOBHM OOCNY>XMBaHUA AN1S BCEX

BblX CEPBNCOB

CeTeBbIX yCnyr u TpeboBaHNsA ynpaBneHust A0OMkHbl ObITb onpeaeneHsl n
BKITHOYEHbI B NHOOOW JOrOBOP O CETEBbLIX YCIyrax He3aBMCMMO OT TOro, Npe-
OOCTaBnsATCA N 3TU yCryru CBOMMW CUNaMu UNU CTOPOHHEW opra-
HU3aumen

A.10.7 O6palieHune ¢ HocuTensaAMmn uHcpopmaumum

Llenb: lMpepnoTBpaTuTb HeCaHKUMOHMPOBAHHOE pasrnalleHne, Moaudukauuilo, yaaneHne WunuM YHUUTOXeHue
aKTMBOB W NpepblBaHne BU3HeC-NpoLLECCOB

A.10.71 YnpaBneHne cbhem- [na ynpaeneHns CbeMHbIMU HOCUTENAMU MHPOPMaLMN OOMXKHbI Cy-
HbIMW HOCWUTENAMM WH- | LLECTBOBATb COOTBETCTBYHOLLME NpoLeaypbl
cdopmaumm
A.10.7.2 YTunusauma Hocute- Hocutenu vHdopmaumu, koraa B HUX 6onblue HET HeOBXOAMMOCTH,
new nudpopmaumm OOJKHbI ObITb HAAEXHO N 6e30MacHO YyTUNN3MPOBaHbI C MOMOLLBIO ¢hop-
Manu3oBaHHbIX NpoLeayp
A.10.7.3 Mpouenypbl  obpa- [na obecneyeHns 3awmuTbl MHPOPMALMN OT HECAHKLIMOHMPOBAHHOIO
©0TKM MHpopMaLMK PacKpbITUST UMM HEMNpPaBUIBHOTO UCMOMb30BaHMs HeobXxoaMMO yCTaHo-
BWTb Npoueaypbl 06paboTku 1 XxpaHeHus nHopmaumm
A.10.74 BesonacHocTb  cuc- CuctemHas AOKyMeHTauust AofmkHa ObiTb 3alyuuieHa OT HecaHKUMo-
TEMHOWN JOKYMEHTaLuu HUPOBAHHOIO AOCTyna

A.10.8 O6meH MHdopMauuen

Llenb: MoagepxusaTth 6e30MacHOCTb
3aUumn 1 CO CTOPOHHMUMM OpraHn3aLUaMm

MHpOpMaLMKn 1 NporpaMMHOro obecneyeHnst Npu obMeHe BHYTPU OpraHu-

A.10.8.1 Monutnkn un npoue- [omxkHbl cywecTBoBaTb (hopManu3oBaHHble npolenypbl, TpeboBaHus
Aypbl obmeHa nHdopMa- | 1 Mepbl KOHTpONs, obecneynBalLLme 3aWmTy oOMeHa uHdopMaumen npm
umen MCNOoNb30BaHUN CBS3N BCEX TUMOB

A.10.8.2 CornatieHuss no o6- Mexay opraHu3aumen u CTOPOHHUMU OpPraHU3aLUsAMU OOMKHbI ObITb
MeHy UHopmaLuen 3aKoYeHbl cornatleHus no 06mMeHy nHdopmaumnei 1 NporpaMMHbIM 0bec-

neyeHnem

A.10.8.3 3awmta pusn4eckmnx Hocutenn uHdbopmauun OormkHbl ObiTb 3aliMLLieHbl OT HeCaHKLUMO-
HocuTenemn MHpoOpMaLun | HUPOBAHHOTO AOCTYNa, HEeNnpaBUIIBHOrO WCMONb30BaHUSA UMW MOBPEX-
npv TPaHCNOPTUPOBKE OEeHNs BO BpeMs WX TPAHCMOPTUPOBKW 3a npedenamv Tepputopum

opraHvsauum

A.10.84 OneKTPOHHbLIN 0O6MeH MHdopmaums, ncnonbayemas B 3NeKTpoHHOM 06MeHe cooOLLeHUsIMM,
coobLLEeHNSMHN [oJKHA ObITh 3aluumLleHa Hagnexawmm obpasom

A.10.8.5 Cucrtemsl Oun3Hec- TpeboBaHWsa 1 Npoueaypbl 4OIKHBLI ObiTb pa3paboTaHbl U BHEAPEHbI
MHcbopmauum Ons 3awmTbl HopMaLuun, CBSI3aHHONM C B3aMMOAENCTBUEM CUCTEM OU3-

Hec-nHdopmaumm
A.10.9 Ycnyru aneKTpoHHOW TOProBnu
Llenb: O6ecne4nTb 6€30MacHOCTb YCNyT 3NIEKTPOHHOW TOProBnmn 1 ux 6e3onacHoe UcrnonbL3oBaHne

A.10.9.1 OnekTpoHHas  Top- WHdopmaums, ncnonbdyemas B 3neKTPOHHOW TOProsne, Nnpoxoasiuas

roBsnsi no o6LLefOCTYMHBIM CETSAM, AOMKHA ObITh 3aLLMLLEHa OT MOLLUEHHWUYECTBa,
OCMapuBaHUS KOHTPAKTOB, a TakKe OT HEeCaHKLMOHWPOBAHHOIO pasrna-
LeHUa 1 Mogmdukauum
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A.10.9.2 TpaHcakuumn B pexu- MHdopmaums, ncnonbdyemas B TPaHCAKUUSAX B pexume peanbHOro
Me pearnbHOro BpemeHu | BpemeHu (on-line), gormkHa ObiTb 3awuilieHa Ans npeaoTBpalleHus
(on-line) HenornHoOM nepegayn, HenpPaswUbHON MapLUPyTU3aLuK, HeCaHKLMOHUPO-
BaHHOIO U3MEHEHUSA COOOLLEHUIA, HECAHKLMOHNPOBAHHOMO pasrnalleHus,
HEeCaHKLMOHMPOBAHHOIO KONMPOBaHWS UM MOBTOPHOTO BOCMPOM3BEAEHS
coo0LLeHnI
A.10.9.3 OOwenocTynHas WH- MHdopmaumsa, npepoctaBnsieMas 4yepes3 OOLEeAOCTYMHYK CUCTeMmy,

dopmauuns

OOMmkHa ObITh 3aLuLLeHa OT HECaHKLMOHUPOBAHHON MoaudmKaumm

A.10.10 MOHUTOPUHI

Lienb: OBHapyxuBaTb HeCaHKLMOHNPOBaHHbIE AeNCTBUS, CBA3aHHble ¢ 06paGoTKoM UHopMaLmn

A.10.10.1 BeneHne xypHanos HormkHbl ObITb 06ecneveHbl BEAEHUE U XpaHeHNe B TeYeHue onpeae-
ayauTa FNIEHHOro nepuoAa BpeMEHMW XXypHarnoB ayauTa, perMcTpupyroLwmx AencT-
BMS MONb30BaTeNew, HELITATHbIE CUTYaLMM U COObITUSA MHPOPMAaLMOHHOM
6e3onacHoCcTW, B Lensx nomowm B Byayuimx paccnegoBaHUsx 1 npose-
AEHUN MOHWUTOPUHIa KOHTPONs AocTyna
A.10.10.2 MOHWUTOPWHI ncnonb- [ormkHbl ObITb YCTAaHOBMEHbI MpoLeaypbl, MO3BONAOLLME BECTU MOHU-
30BaHMA cpeacTB obpa- | TOPWHT M perynspHbIn aHanva pedynbTatoB MOHUTOPUHIa UCNOMNb30BaHUS
60TKM MHpOopMaLUn cpeacTte 06paboTkm MHpopMauun
A.10.10.3 3awmTta mHdopma- CpepfcTea perucrpaumm n tHopMaLusi XXypHarnoB permcTpauum AomxK-
LMK XKypHarnoB peructpa- | Hbl ObiTb 3alLMLIEHbl OT BMELLATENbCTBA U HECAHKLIMOHMPOBAHHOIO J0C-
unm Tyna
A.10.10.4 KypHanbl peructpa- [encTBua cuctemMHOro agMuvHuUcTpaTopa U CUCTEMHOro ornepartopa
UMM OeNCTBUA  aaMU- | OOMKHbl ObITb PEFMCTPUMPYEMbBIMU
HUCTpaTopa MW onepa-
Topa
A.10.10.5 Perncrtpauusa Heuc- HeuncnpaBHOCTU AOMKHbI OblTb 3aperMcTpupoBaHbl, NpoaHanM3npo-
npasHoOCTeN BaHbl U yCTpaHEHbI
A.10.10.6 CWHXpOHU3aums va- Yacbl Bcex COOTBETCTBYHLMX CUCTEM 00paboTkm uHopmauun B

coB

npegenax opraHnsaunn nnu OXpaHﬂeMOVI 30HbI JOMMKHbI ObITh CUHXPOHU-
3UpoBaHbl C NOMOLLbO eANHOIro ICTOYHWUKA TOYHOIo BpeMeHu

A.11 KoHTtponb poctyna

A.11.1 BusHec-Tpe6oBaHUs K KOHTPOIIO AOCTyna

Llenb: KoHTponuposaTb AOCTYN K uHdopMauum

A11.1.1

MonuTuka KOHTpONSA
Joctyna

MonuTrka KOHTPONsA [OCTyMNa AOMKHA ObiTb yCTAHOBMNEHA U AOKYMEH-
TUpOBaHa ¢ y4eToM noTpebHocTen GusHeca n 6esonacHoCTU MHOpMaLmm

A.11.2 YnpaBneHue [OCTYyNnoM nosib3oBartenen

Lenb: MNpegoTBpatnTh HECAHKLMOHMPOBAHHbIN [octyn nonb3oBartenen K UHPOPMaLMNOHHBIM CUCTEMaM U obec-

nevynTb aBTOPMU30OBaHHbIN AocTyn nosnb3oBaTenen K aTuMm cuctemam

A.11.21 Pernctpauusa nonb- HomxHa ObITb ycTaHOBMNeHa chopManu3oBaHHasi npoueaypa perucr-

3oBaTtenem pauuun U CHATUSI C perncTpaumm nonb3oBaTenen Ans NpeaocTaBneHns 1
OTMEHbI JOCTYMNa KO BCEM MHAOPMALIMOHHBIM CUCTEMAM U yCIyram

A11.2.2 YnpasneHue npueu- MpepnocTaBrneHne 1 UCNoNb3oBaHNE NPUBUIENNA AOMKHO ObiTb orpa-
nernamm HWYEHHbBIM U KOHTPOMMPYEMBIM

A11.2.3 YnpasneHue napons- MpenocTtaBneHve Naposnemn OMKHO ObiTb KOHTPONUPYEMbIM MOCPEACT-
MU nonb3oBartenemn BOM ¢hopManv3oBaHHOro npouecca ynpaBneHusi

A11.2.4 MNepecmoTp npas PykoBoacTBO AOMKHO NEpMoanyeckn OCyLLECTBNATL NepecMoTp npas

[ocTyna non b3oBaTenen

OocTtyna nonb3oBaTtenen, ncnonb3yA opMann3oBaHHbIN NpoLecc

A.11.3 OTBeTCTBEHHOCTb Nonb3oBaTenen

Lenb: MNpepoTBpaliaTte HECaHKUMOHUPOBAHHLIN AOCTYN Nosib3oBaTtenen, a Takke KOMMNPOMETaUMIO UM Kpaxy

nHdopMaumm n cpeacts 06paboTkn MHpopmalmn
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A.11.3.2 O6opynoBaHue, oc- Monb3oBaTtenn [OMKHbI 0GecneymBaTb COOTBETCTBYHOLLYIO 3alluTy
TaBneHHoe nonb3oBaTe- | 06opygoBaHUSA, OCTaBNeHHOro 6e3 npucmoTpa
nem 6e3 npycmoTpa

A.11.3.3 MpaBuna  «4mucTtoro JormkHbl 6bITb MPUHATEI NPaBUIia «4UCTOro cTonay Anst LOKYMEHTOB Ha

CcToNna» U «4UCTOoro aKpa-
Ha»

6yMa)KHbIX HOCUTENAX U CMEHHbIX HOCUTENEN AaHHbIX, a TaKkKe npasuna

«YUCTOro 3KpaHa» Ansa cpeacts obpaboTkmn MHpopmaLlun

A.11.4 KoHTponb ceTeBoro gocrtyna

Llenb: MpenoTepatmTe HECAHKLMOHNPO

BaHHbIN [OCTyNn K ceTeBblM CepBUCam

A.11.41 MonuTtuka B OoTHOLE- lMonb3oBaTensM criegyeT NPeaocTaBnATb AOCTYN TOMbKO K TEM yChy-
HUM UCMOSMb30BaHMS Ce- | ram, Mo OTHOLLEHWUIO K KOTOPbIM OHM crieunanbHO Bbinv aBTopr30BaHbl
TEBbIX yCNyr
A11.4.2 AyTeHTndurKaums [ns koHTpons AocTyna yAaneHHbIX nonb3oBaTtenent OOMkKHbl ObiTb
none3oBaTenev Ans NPUMeHeHbl COOTBETCTBYIOLLME MeTOAbl ayTeHTUdMKaLMM
BHELLHWNX COeaNHEHNI
A.11.4.3 WaeHTudmkaums ABTOMaTMYECKas uaeHTMdunkaunsa obopyaoBaHMa OOSMKHA paccmar-
o6opynoBaHus B CeTAX pvBaTbCS Kak CpeACTBO ayTeHTMdUKaLMN COeaNHEHUIA, OCYLLIECTBNSIEMbIX
C onpeAeneHHbIX MecT ¥ € onpeaeneHHbIM 06opyAoBaHNEM
A11.44 3awuTta [guarHocTtu- dusnyecknii 1 NOrMYECcKMn JOCTYN K nopTam KoHdwurypaumi v avar-
YeCKUX W KOHdUrypa- | HOCTUKM AOIMKEH ObiTb KOHTPONUPYEMbIM
LMOHHBIX MOPTOB  Mpwu
yAaneHHom goctyne
A11.4.5 MpvHumMn  pasgene- B ceTax AOmKHbI ObiTb MPUMEHEHbI MPUHLMMLI pasgeneHns rpynn
HWS B CETAX VMH(OPMAaLMOHHBIX YCNyr, Nonb3oBaTtenen u MHPOPMaLIMOHHBIX CUCTEM
A11.4.6 KoHTponb  ceTeBbIX MopkntoveHne nonb3oBaTenen K COBMECTHO MCMOSMb3yeMblM CEeTAM,
CcoeanHeHWN OCODEHHO K TeM, KOTOpble BbIXOASAT 3a TEPPUTOPUIO OpraHu3aLmmn, Heob-
XOAMMO OrpaHM4mMBaTh B COOTBETCTBUM C MONUTUKON KOHTPONS AOCTyna v
TpeboBaHusMM GusHec-npunoxenun (cm. A.11.1)
A11.4.7 KoHTpornb mapLupyTu- JomkHbl ObITb BHEAPEHBI CPEACTBA YNPABEHUS U KOHTPONS MapLUpy-

3aumn B cetun

TU3aunn B CETU C LeNbi UCKIMKYNTb HapyLUeHUA npaBuil KOHTPOsA OOCTYy-
na ansa 6I/I3HeC-I'IpI/IJ'IO)KeHVIVI, Bbi3blBaeMble COeQUHEHNAMU N NOTOKaAMU

MHopmauun

A.11.5 KoHTponb gocTtyna Kk onepauMoHHOW cucteme

Llenb: MpenoTBpatmTe HECAHKLMOHNPO

BaHHbIN [OCTyn K onepaynoHHbIM CUCTEMaM

A.11.5.1 BbesonacHble npoue- KoHTponb goctyna Kk onepaumoHHbIM cucteMam AormkeH 6biTb obecne-
aypbl pernctpaumm YyeH Ge3onacHON Npoueaypon pernctpaumm
A.11.5.2 NpoeHTndurkauma n Bce nonb3oBaTenu 4OmkHbI UMETb YHUKanbHble ngeHtndunkatopsl (ID)
ayTeHTUdUKauUMst norb- | TONbKO ANsi IePCOHANbHOro UCMONb30BaHWs, a AN NOATBEPXAEHUS 3asiB-
3oBaTens NEHHOWN NMYHOCTM Mofb3oBaTeNs OOSMKHbI ObiTb BblOpaHbl NOAXOAsLINe
MeToAbl ayTeHTUdUKaL MK
A.11.5.3 Cuctema ynpasne- CucTtembl ynpaeneHns naponsamn JOrmkHbl ObiTb MHTEPaKTUBHBIMU 1
HUS naponsmn obecneynBaTb BbICOKOE Ka4eCTBO Naponem
A1154 Mcnonb3oBaHune cuc- VMcnonb3oBaHne CUCTEMHbIX YTUAWUT, KOTOpble MOryT npeogoneTb
TEMHbIX YyTUNNUT CPEACTBa KOHTPOSS ONEPALMOHHBIX CUCTEM U MPUNOXEHUA, HEOOXOAMMO
orpaHvyMBaTh U CTPOro KOHTPONMPOBaTh
A.11.5.5 Mepuoabl GespenicT- Heobxogmmo obecneunTb 3aBepLUeHWe CeaHCOB CBA3W nocre onpe-
BUS B ceaHcax CBSA3U AeneHHoro nepunoaa 6e3gencTaeus
A.11.5.6 OrpaHnyeHne  Bpe- OrpaHun4yeHne BpeMeHN CoeAMHEHNST AOIMKHO ObITb MCMONb30BaHO ANs

MeHU coeanHeHna

obecrneyeHns gononHUTENbHOW 6e3onacHoCTU

A.11.6 KoHTponb gocTyna K npuMknagHbIiM cucteMam u nidopmaumm

Llenb: NpepoTBpaTnTs HECAHKLMOHNPO

BaHHbIN JOCTYN K NPUKNaAHbIM cMcTeMam 1 nHcpopmaumm

A11.6.1

OrpaHunyeHnsa gocty-
na K nHcopmaumm

Joctyn K nHbopMauum n yHKUMAM NPUKNAAHbLIX CUCTEM MOMb30-
BaTenen u obcnyxusaloLero nepcoHana JormkeH ObiTb npedocTaBneH
TONBbKO B COOTBETCTBUM C ONpedeneHHbIMW MONUTMKaMM KOHTPOMs AOoC-

Tyna

17




FOCT P NICO/MIK 27001—2006

lMpodormxeHue mabnuypsi A.1

A11.6.2

M3onauusa  cuctem,
obpabaTbiBaloWnX Bax-
HYI0 UH(bOpMaLUto

CucTeMmbl, o6pabaTbiBaloLime BaxHY0 UHOPMAaLMIO, AOMKHbI UMETb
BblJENeHHYH0 (M30MMPOBaHHYI0) BbIMMUCIIMTENBHYIO Cpeay

A.11.7 Pa6oTa c nepeHOCHbIMU yCTPOUCTBaMM U paboTa B AUCTAHLMOHHOM pexume

Llenb: O6ecneunTb MHGOPMaLMOHHYO Ge30MNacHOCTb NpYU UCMONb30BaHUU MEPEHOCHbLIX YCTPOMCTB U CPEeACTs,
HeoBXoanMbIX AN PaboTbl B AUCTAHLIMOHHOM PeXnme

A11.71 Pabota ¢ nepeHoc- Heo6xoamMmMo umeTb B Hanmunm oopmManna3oBaHHy NONUTUKY NS 3a-
HbIMW YCTPONCTBaMM LLMTBI OT PUCKOB NPU UCMONb30BaHMMN NEPEHOCHBLIX YCTPONCTB
A11.7.2 Pabota B pguctan- [nsa paboTbl B AUCTAHUMOHHOM pexmMe HeobxoamMmMo paspaboTtaTb U

LMOHHOM pexnme

peanu3oBaTb NONUTKKY, ONepaTMBHbIE NNaHbl 1 Npoueaypbl

A.12 Pa3paboTka, BHeApeHMe n obcnyxunsaHme nHPOPMaLMOHHbLIX CUCTEM

A.12.1 TpeboBaHus kK 6€30MaCHOCTM MH(POPMALIUOHHbLIX CUCTEM

Llens: ObecneynTb YBEPEHHOCTb B TOM, 4TO 6e30nacHOCTb SIBNSIETCS HEOTbeMEMbIM CBONCTBOM BHegpAeMbIX
MHOPMALMOHHBIX CUCTEM, U obecneynTb BbINOMHEHNE Tpe6OBaHVIl7I ©6e3onacHocTH npu pa3pa60TKe M 3Kcnnyatauun

cucrtem

A12.1.1

AHanus n getanusa-
uns TpeboBaHui ©Ge3o-
nacHocTu

B dopmynuposkax TpeboBaHuii GusHeca Anst HOBbIX MHOPMALIMOH-
HbIX CUCTEM WNN COBEPLUEHCTBOBAHWSA CYLLUECTBYIOLUMX OOMKHbI ObiTb
AeTanvanpoBaHbl TpeboBaHua 6e3onacHoCTH

A.12.2 NMpaBunbHas 06paboTka AaHHbIX B NPUIIOXEeHUAX

Llenb: MpeaoTBpaTUTb OLIMGKM, NOTEPD, HECAHKLMOHUPOBaHHYIO MoAMMUKALMIO UM HEMPaBUbHOE WUCMOSb30-
BaHWE MH(OPMaLNK B NPUNOKEHNUAX

A12.21 MpoBepka goctoBep- BxogHble aaHHble AN NPUNOXEHUA JOMKHbBI OblTb MOABEPrHYTHI MPO-
HOCTM BXOAHbIX JAHHbIX Luenype NoATBEPXKAEHUS C LeNbio YCTAaHOBINEHUSI X JOCTOBEPHOCTH
A.12.2.2 KoHTponb 06paboTku [nsi obHapyXeHnst nckaxxeHui (oWMBoK nnm NnpegHaMepeHHbIX AenCT-
OaHHbIX B NPUIOXEHUsX | BU) npu obpaboTke mHpopmaumn B TpeboBaHWs K YHKUMAM Npunio-
XKEHWUIA [OMKHBI ObITh BKMOYEHbI TPEGOBaHMSA MO BbINOMHEHWIO KOHTPOIb-
HbIX NPOBEPOK
A.12.2.3 LlenoctHoctb  CcO00- HomkHbl ObiTb onpegerneHbl TpeboBaHusa Ans obecrnevyeHus ayTeH-
LLEeHNI TUYHOCTM M 3aLLUMTbI LLEeNOCTHOCTU COOBLLEHUI B NPUMOXEHUNAX, a Takke
peanu3oBaHbl COOTBETCTBYHLLME CPEACTBA KOHTPONS
A.12.24 MoaTteepxaeHne ao- [aHHble, BbIBOAMMbIE U3 NPUNOXEHUS, HeobXxoauMo noasepratb Npo-

CTOBEPHOCTU BbIXOAHbIX
AaHHbIX

BEpKe Ha KOPPEKTHOCTb, YTOObI 06ecneYnTb YBEPEHHOCTb B TOM, 4TO 06pa-
60TKa MHopmaLmm BbINONHEHa NPaBUbHO

A.12.3 KpunTtorpadunyeckme cpeacrsa 3awmtbl

Llens: 3awmwatb KOH(pAEHUNanbLHOCTb, AYTEHTUYHOCTb UJIN LUEeNOCTHOCTb MHOopMaLMK KpunTorpadgpunyeckumm

cpeacTesamum
A.12.31 Monutnka mcnonb3so- JomkHbl 6bITb paspaboTaHbl M BHEAPEHb! NpaBuna MCnofb30BaHUS
BaHusA kpuntorpadwmye- | Kpuntorpadmyeckux cpeacTs 3awuTel MHpopmMaumm
CKWUX CPEACTB 3aLynThbl
A.12.3.2 YnpaBneHve kniova- [ns peanusaunmn opraHnsaumen Kpuntorpadmyecknx MeTogoB 3aLlm-

MU

Tbl OMKHA ObITb MCNONb30BaHa cucTema ynpasneHua Krnro4yamm

A.12.4 Be3onacHOCTb CUCTEMHbLIX dpannoB

Llenb: O6ecneynTb 6€30MacHOCTb CUCTEMHbIX (halinoB

A.12.41 KoHTponb nporpam- Heobxogmmo obecneyunTb KOHTPOSb 3a NMPOLLECCOM BHEOPEHUS MPOo-
MHoOro obecneyeHusi, Ha- | rpaMMHOro obecneyeHns B NPOMbILLIIEHHYIO SKCNyaTauuo
XOASLWEerocsi B NpOMbiLL-
TIEHHON 3KCnnyaTaumm

A12.4.2 3alumTa gaHHbIX Tec- [aHHble TecTMpoBaHUA crieqyeT TWaTenbHO OToMpaTth, 3awmaTtb U
TUPOBaHUSI CUCTEMBI KOHTpONUpoBaThb

A.12.4.3 KoHTponb goctyna K JocTyn K uCXoaHbIM koAaM OOIKEH ObITb orpaHuyeH
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A.12.5 Be3onacHocTb B npoueccax pa3paboTku 1 noanepxku

Lensb: MNMoaaepxusatb ©6e3onacHOCTb nporpaMmmMmHoro obecneyeHuns NPUKNagHbIX CUCTEM U codepKalllencsa B HUX

nHopMaunm

A.12.51 Mpouenypbl KOHTPO- BHeceHne nM3mMeHeHWIn A0mKHO OblTb NPOBEPEHO C UCMONb30BaHMEM
NS UBMEHEHUN COOTBETCTBYIOLLMX (POPManNN30BaHHbLIX MPoLeayp KOHTPOMsS N3MEeHEHUA

A125.2 TexHuyeckuin aHanus MMpn BHECEHUN M3MEHEHWI B OMepaumMOHHbIE CUCTEMbI HEOOXOAMMO
NpVKNagHbIX CUCTEM | MPOBECTW aHanM3 U TeCTUPOBAHUE KPUTUYHBIX OGU3HEC-NPUMOXEHUA C
nocrne BHECEHWS MW3Me- | Lenblo yAOCTOBEPUTLCS B OTCYTCTBUM HEFAaTUBHOIO BIUSHUS Ha paboTy 1
HEHUI B onepaunoHHble | 6e3onacHOCTb opraHM3auun
cucTeMmbl

A.12.5.3 OrpaHunyenuns Ha Heob6xoammo n3beratb Mogmdukauuin nakeToB NporpaMm, a Bce Tpe-
BHECEHME W3MEHeHU B | Gyemble N3MEHEHWsI OOMKHbI NOANeXaTb CTPOroMy KOHTPOSHO
nakeTbl NporpamMm

A1254 YTeuyka nigopmaumm Bo3mMoxHOCTM Ans yTeuykn MHopMauun AOImMKHblI ObiTb NpegoTBpa-

LLEHbI

A.125.5 PaspaboTtka npo- Pa3paboTka nporpaMmmHoro obecneyeHms ¢ npuBneYeHneM CTOPOHHNX

rpaMMHoro obecrneyveHnst | opraHvM3auui JOoMmKHa NPOBOAMTLCSA MO KOHTPOMEM M NPY MOHUTOPUHIE

C npvBrEYEHNEM CTO-
POHHUX OpraHv3auum

opraHvsaumm

A.12.6 MeHeaXXMEHT TeXHUYECKUX YA3BUMOCTEN

LLeJ'IbZ CHU3nTb PUCKKN, apndaroineca pesynbTaTtomM NUCNosib3oBaHNA OI'Iy6J'II/IKOBaHHbIX TEXHUYECKUX yHSBI/IMOCTeVI

A12.6.1

YnpaBreHne TexHu-
YEeCKMMU YA3BUMOCTAMU

Heobxoammo nomnyyaTtb CBOEBPEMEHHYH MHPOPMALIMIO O TEXHUYECKNX
YSI3BUMOCTSIX MCMOMb3yeMbIX MH(OPMALMOHHBLIX CUCTEM, OLIEHNBATL Onac-
HOCTb Takux YsI3BUMOCTEN M NPUHMMAaTb COOTBETCTBYHOLUME MeEpPbl MO
YCTPaHEHUIO CBSA3AHHOIO C HAMW pucka

A.13 YnpaBneHue uHuMaeHTamMmu MHPOPMaLMOHHON 6e30NacHOCTH

A.13.1 OnoBelleHMe 0 HapyLUEeHUAX U HeaocTaTKkax MHPOPMaLMOHHOW 6e30NacHOCTH

Llenb: OBecneuynTb onepaTMBHOCTb OMOBELLEHUS O CODbITUAX MH(OPMALMOHHON 6e30MacHOCTM U HapyLUEeHMsIX,
CBSI3aHHbIX C MH(OPMALIMOHHBIMU CUCTEMaMM, @ TakKe CBOEBPEMEHHOCTb KOPPEKTUPYHOLLMX AeiCTBUN

A.13.1.1 OnoBellueHne o cny- O cnyyasx HapyweHus nHdopMaumMoHHON Ge3onacHocTu cnegyet
Yasix HapyLleHusl MHdop- | cooblaTe NO COOTBETCTBYIOLUMM KaHanam ynpaBneHus Hesamegnu-
MaLMOHHON 6esonac- | TenbHO, HACKOIbKO 3TO BO3MOXHO
HOCTK

A.13.1.2 OnoBeweHne 0 He- Bce coTpyaHuku, nogopsovvkv M MONb3oBaTenu CTOPOHHUX OpraHu-

poctaTkax 6e3onacHoc-
™

3auuii, nomb3ylowmecs MHAMOOPMALMOHHBIMU CUCTEMaMW W ycryramu,
[OJKHbI He3ameAnuTenbHO cooblaTb 0 MbbIX 3aMeYeHHbIX Unu npea-
nonaraemMblx HapyLleHnsax 6e3onacHoCT B cuctemax unu ycnyrax

A.13.2 YnpaBneHue uHUMAEHTaMyn MHGOPMaLIMOHHOW 6e30MacHOCTM U ero ycoBepLUeHCTBOBaHMWe

Llenb: O6ecneunTb nocrnegoBaTenbHbI 1 3¢pEKTUBHBIN NOAXOA K YPABNEHUIO NHUMAEHTaMN MHAOPMALIMOHHOM

6e3onacHocTn
A.13.21 OTBETCTBEHHOCTL MU [omkHbl GbITb YCTaHOBMEHbI OTBETCTBEHHOCTb PYKOBOACTBA M NpoLie-
npoueaypbl Aypbl, nossonswowmne obecneunTs GbicTpoe, achdekTUBHOE U Nocneno-
BaTenbHOE pearvpoBaHvWe Ha WHUMAEHTbI MHOpMaLMOHHOM Ge3onac-
HOCTU
A.13.2.2 M3BneyeHne ypokoB JomkHbl ObITb ONpeaeneHbl MexaHW3mbl, MO3BONSIOLLME BECTU MOHU-
M3 WHUMOEHTOB WHMOP- | TOPUHT U perncTpaumio UHUMAEHTOB MHopmaLmoHHon 6e3onacHoCT No
MaLMOHHON 6esonac- | TMnam, o6bEMam 1 CTOMMOCTSAM
HOCTU
A.13.2.3 C6op gokasaTtenscTB Ha cnyyan, ecnn MHUMAEHT MHAOPMAaLMOHHOM 6e30MacHOCTN MOXET

npmeectn Kk cynebHomy pasbupaTenbcTBy (rpaxaaHCKOMy WU Yroroe-
HOMYy) NpPOTMB fuMuUa WNW opraHu3auun, uHdopmaums formkHa ObiTb
cobpaHa, coxpaHeHa 1 npeAacTasrieHa cornacHo npasunam odopmeHus
A0Ka3aTenbCTB, U3NOXEHHLIM B COOTBETCTBYHIOLLMX JOKYMEHTaxX
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A.14 YnpaBneHue HenpepbIBHOCTLIO GU3Heca

A.14.1 Bonpocbl uHdopmaLMoHHOM 6e30nacHOCTU ynpaBrieHUsi HenpepbIBHOCTLIO Bu3Heca

Llenb: Ha cny4yait, ecnm vHUMAEHT MHAOPMALMOHHONM 6e30MacHOCTU MOXET MpUBECTM K cyaebHomy pasbupa-
TENbCTBY (rpak4aHCKOMY MIKU YrofloBHOMY) MPOTMB NULA UMK OpraHusauun, nHgopmaums gormkHa 6biTb cobpaHa,
COXpaHeHa W npefcTaBneHa CornacHo npaBunam OoOPMIIEHUST [0Ka3aTeNbCTB, U3NOXEHHBIM B COOTBETCTBYHOLLMX

[OKYMEHTax
A.14.11 BkntoyeHne unHdop- OomkeH ObiITb paspaboTaH M noggepXaH ynpaensieMbli npoLecc
MaLMOHHOMN Ge3onac- | obecneyeHns HenpepbiBHOCTM OM3Heca BO BCEW OpraHusauum ¢ y4eTom
HOCTW B Mpouecc ynpas- | TpeboBaHuii MHOpMaLnoHHoN 6e3onacHOCTM, HEOBXOAMMbIX AN obec-
NEHNA HEeNpPEpPbLIBHOCTBIO | MeYeHus HENPepbIBHOCTU BuaHeca opraHusaumm
OusHeca
A.14.1.2 HenpepbiBHOCTL 6U3- CobbITusi, KOTOpble MOFYT CTaTb MPUYMHOW MpepbiBaHWsA Ou3Hec-
Heca M OLeHKa pucka NPOLIECCOB, AOMKHbI ObITb CBA3aHbI C OLLEeHKaMN BEPOATHOCTU U CTEMEHU
BO3[ENCTBUSI TAKMX NPEPbIBaHWUIA, @ TakkKe C UX NOCneacTBUSAMM AN UH-
dopmaLmoHHon 6e3onacHocTH
A14.1.3 Pa3paboTka n BHeg- [omnxkHbl 6bITb pa3paboTaHbl U BHeApPeHb! NNaHbl 4Ns NoA4ePXKKN Unn
peHne nraHOB Henpe- | BOCCTAHOBMEHUS paboTbl n obecrnevyeHns AOCTYMHOCTU MHAOPMaUMK Ha
pbIBHOCTHU G6usHeca, | Tpebyemom ypoBHe 1 B TpebyeMble CPOKM Nocne npepbiBaHWS UK OTKasa
BKMOYaWUX B cebs | KpUTMYECKMX BU3HEC-NPOLIECCOB
MHOPMaLMOHHY0 6e30-
NnacHoCTb
A14.1.4 CTtpykTypa nnaHa HomkHa ObITb co3aaHa efuHasi CTPyKTypa MraHOB HeMnpepbiBHOCTU
obecneveHus HenpepbiB- | BM3Heca, no3sonsioLas obecneynTb HEMPOTUBOPEYMBOCTL BCEX NITAHOB
HOCTK BusHeca ANns nocrnefoBaTenbHOrO BbINOMHEHMSA Bcex TpeboBaHum kK MHGOpMa-
LUMOHHOM ©6e30MacHOCTM M ANt pacCTaHOBKWM MPUOPUTETOB MpPU TECTU-
poBaHuu 1 obcnyxnBaHun
A.14.1.5 TecTupoBaHue, nog- MnaHbl No obecneyeHnto HEMPEPLIBHOCTU OM3Heca OOSMKHbI noane-

Jepxka W nepecMmoTp
nnaHoB no obecneyveHno
HenpepbIBHOCTY 6un3-
Heca

XaTb perynspHoMy nepecmoTpy u OOHOBMEHMIO C Lenblo obecnednTb mx
aKTyanbHOCTb U 3P PEKTUBHOCTb

A.15 CooTBeTCTBME TPEOOBAHUAM

A.15.1 CooTBeTCTBME NPAaBOBbLIM TPEOOBaHMAM

Llenb: MpepoTepalath Nobble HapyLLEHUs HOPM YTOFIOBHOIO U rpaXaaHCKoro npaea, TpeboBaHui, yCTaHOBNEHHbIX
HOPMaTWUBHO-MPABOBLIMW akTamu, PEFYNUPYIOWLUMK OpraHaMy U JOroBOPHLIMK 0bsi3aTeNbCcTBaMu, a Takke Tpebo-
BaHuI 6e3onacHocTn

A.15.1.1 Onpepenexve npwu- Bce npvMeHVMblE HOPMbI, YCTaHOBIEHHbIE 3aKOHOAATENbCTBOM U
MEHUMbIX HOPM MCNONHUTENbHLIMU OpraHamu BracTu, TpeboBaHMsi OOroBOPHLIX 06s13a-
TENbCTB W MOPSAOK UX BbIMNONTHEHWSA CrieayeT YeTKo OnpeaenuTb, LOKY-
MEHTUPOBaTb W MOJAEPXMBATb HA akTyanbHOM YPOBHE AN KaXaow
MHOPMaLMOHHON CUCTEMbI U OpraHM3aunm
A.15.1.2 MpaBa Ha nHTeEnnek- JormkHbl 6bITb BHEAPEHBI COOTBETCTBYHOLLME NpoLeaypbl Ans npumMe-
TyanbHy0 COOCTBEH- | HEHUSI 3aKOHOAATENbHbIX, PErYIMPYIOLMX U KOHTPAKTHbIX TpeboBaHui K
HOCTb ucnonb3yeMbiM MaTtepuanam C y4eToM MNpaB Ha WHTENNEeKTyanbHy
COBCTBEHHOCTb, a TakkKe NpaB Ha WCMNOMb30BaHWE NPOrpamMMHbIX NPo-
OYKTOB, SIBNSAOLWMNXCA NPEAMETOM YaCTHON COOCTBEHHOCTHU
A.15.1.3 3awuTa yyeTHbIX 3a- BakHble y4eTHble 3anucu opraHnsaummn AOSmkHbl ObiTh 3allMLeHbl OT
nncen opraHn3auum yTpaTbl, paspyweHuss u danbcudmkaumm B COOTBETCTBUM C Tpebo-
BaHWUSIMUN, YCTAHOBIEHHBbIMW 3aKOHaMW, LOKYMEHTaMW OpPraHoB WCMOMHU-
TenbHOW BNacTu, KOHTpPakTaMun n TpeboBaHnsamMmn braHeca
A.15.1.4 3almTa gaHHbIX U 3awmTa AaHHbIX U KOHUAEHUMANbHOCTb NepCoHanbHOW MHopMma-
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A.15.1.5 MpepoTBpalleHre JomkHbl ObITe MPUMEHEHbI Mepbl KOHTPONSA ANA NpenoTBpalleHus
HeLeneBoro  MCMonb30- | HeLeneBoro UCMonb30oBaHusa cpeacTs 06paboTkun nHpopmaumn
BaHuWsA cpeacTB o6paboT-
K1 MHdopMaummn

A.15.1.6 PerynuposaHue wuc- CpeacTtBa kpuntorpadmyeckon 3awmuTbl JOMKHBI ObITb NCNOML30BaHbI

nonb3oBaHUa  cCpeacTs
Kpuntorpaduyeckon 3a-
LWNTBI

B COOTBETCTBMM C 3akoOHamMW, HOPMATMBHbIMW aKTaMun U COOTBETCT-
ByrOLLMMUK cornalieHnamm

A.15.2 CooTBeTCcTBME MONMUTUKAM M cCTaHAapTaM 6e30NacHOCTU U TeXHUYeCKoe COOTBeTCTBMe Tpebo-
BaHUAM 6e3onacHoOCTU

Llenb: OGecneunTb COOTBETCTBME CUCTEM OPraHM3aLMOHHBIM MONUTUKAM U CTaHAapTam 6e3onacHoCcTm

A.15.2.1 CooTBeTcTBME MNONKU- PykoBogutenu gomkHbl o6ecneyumnTb, YTOObI BCce npouenypbl 6esonac-
TMKaM W CcTaHgapTam | HOCTU B UX cdepe OTBETCTBEHHOCTM Obiny BbINOMHEHbI MPAaBUIbHO U
6e3onacHocTn COOTBETCTBOBANM NONUTMKaM 1 cTaHgapTam 6esonacHocTu

A.15.2.2 lMpoBepka TexHU4ec- MHdopMaLmnoHHbIe cucTeMbl crieqyeT perynspHo npoBepsTb Ha COOT-

KOro COOTBETCTBUS Tpe-
©oBaHusaM 6e3onacHoCTU

BeTcTBune TpeGOBaHVIHM CTaHOapToB ©GesonacHocTu

A.15.3 Bonpochl ayauta nHopMaLMOHHbIX CUCTEM

Llenk: MoBbiweHne adhdhekTMBHOCTH Npouecca ayauTta MHOPMAaLMOHHBIX CUCTEM U CHUXKEHWE HEraTUBHOIO BIMSI-
HWS1, CBA3AHHOMO C A@HHbIM NPOLECCOM

A.15.3.1 Mepbl  ynpasneHus TpeboBaHna 1 npoueaypbl ayauTa, BKMovawowme B cebs npoBepku
ayanToM MHAOPMaLMOH- | OMePaLMOHHbIX CUCTEM, HeOBXO0AMMO TLATeNbHO NNaHNpoBaTk W corna-
HbIX CUCTEM COBbIBaTb, 4YTOObI CBECTM K MWHMMYMY PpUCK MpepbiBaHns OGusHec-
npoLieccos
A.15.3.2 3awmTa MHCTpyMeH- JlocTyn K MHCTpyMeHTanbHbIM cpecTBam ayauTta MHOPMaLMOHHbIX

TanbHbIX CPEeAcTB ayau-
Ta  UHOPMALMOHHBIX
cuctem

cucTeM Heobxoaumo 3awumuiaTe ANS npeaoTspalleHns noboit Bo3-
MOXXHOCTU UX HEMPABUIBHOIO UCMOMNb30BaHMSA UMM KOMMPOMEeTaLmm
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MpunoxeHue B
(cnpaBo4Hoe)

anIHLI,VIHbI OpFaHMSGLI,VIVI 9KOHOMMUYEeCKoro cotpygHmn4yecrtea v pa3Butma 1 HacToALWMNMN cTaHAapT

MpuHumnel, npeacTtasneHHble B Pykosoactee O3CP no obecneveHunto 6e30nacHOCTU MHHOPMALMOHHBLIX CUCTEM U
ceTewi [1], npUMEHMMbBI KO BCEM YPOBHSAM NONMUTUKM M IKCMyaTauun, KoTopble onpeaenstoT 6e3onacHocTb MHMOPMaLMOH-
HbIX CCTEM 1 ceTeln. HacToswmi ctaHaapT npeanaraeT KOHLEeNTyanbHY OCHOBY CUCTEMbI MEHEKMEHTa MHOpMaLMOH-
How 6e3onacHOCTX ANst peanu3aunm HekoTopbix U3 npuHumMnos OBCP ¢ ncnone3oBaHmem mogenu PDCA v npoueccos,

onucaHHbIX B pasgenax4, 5, 6 u 8. NpuHunnsl O3CP n mogens PDCA npuBegeHsl B Tabnuvue B.1.

Tab6nwuua B.1— lNpuHumnel O3CP n mogens PDCA

MpuHUmMn O3CP

CoortsetcTBytowmii npouecc CMUB n ctagust PDCA

OcBegoOMITIEHHOCTb

YYyacTHUKM [0MKHbI OblTb OCBEOOMIIEHbI O
HeobxoaMMocTK obecnevyeHns 6e30nacHOCTU WH-
dhopMaLMOHHBIX CUCTEM U CEeTEl U O TOM, YTO OHU
MOryT cAenaTb AN MOBbIWEHUS YPOBHS Geso-
nacHocTh

[aHHble meponpusaTus 9BNAOTCA 4YacTblo ctagumn «Ocy-
wecteneHune» (cm. 4.2.2 n 5.2)

OTBeTCTBEHHOCTb

Bce yyacTHUKM ABRSOTCA OTBETCTBEHHLIMU 3a
06e30nacHOCTb MHOPMALIMOHHBIX CUCTEM U CETEN

[JaHHble MeponpusaTusa sBRsSoTCA YacTblo ctagum «Ocy-
wecteneHve» (cm. 4.2.2 1 5.1)

PearupoBaHue

Y4acTHUKM OOMKHbI AeiACTBOBaTb COBMECTHO U
CBOEBPEMEHHO, YTOObI NMpefoTBpallaTb, oOHapy-
XUBaTb MHUMAEHTLI GE30MacHOCTM 1 pearvpoBaTb
Ha HUX

AsnseTtca yacTtblo ctagum «lpoBepka» OeATEenbHOCTU Mo
MOHUTOPUHrY (cM. 4.2.3, pasgen 6 n 7.3) u MeponpusTui no
pearupoBaHuto ctagumn «Oewncteue» (cm. 4.2.4, 8.1, 8.2 n 8.3).
HaHHble MeponpuaTns MoryT ObiTb Takke OXBayeHbl HEKO-
TOpbIMU 3rieMeHTamu ctagun «lMnanuposaHue» u «lposepkar»

OueHka pucka

Y4acTHWKM JOMKHbI NPOBOAWTL OLEHKY PUCKOB

OTOT BMA AeATENbHOCTM ABMSETCSA YacTblo cTaguu «lnaHu-
poBaHue» (cM. 4.2.1), a NOBTOpHas oLeHka (NepeoLeHKa) pucka
saBnseTcs 4acTtblo ctagum «lposepka» (cm. 4.2.3, pasgen 6 u
7.3)

Pa3paboTka n BHegpeHne 6e3onacHoCcTn

Y4YacTHVKM [OMKHbI BHEApUTbL Ges3onacHoOCTb
Kak BaXHbI aremMeHT MHOPMaLMOHHBIX CUCTEM Y
ceTen

Mocne BbINONHEHMS OLIEHKM PUCKOB BbIGMpatoT Mepbl yrpas-
neHus ans obpaboTku PUCKOB Kak 4YacTb ctaguu «[llnaHu-
poBaHue» (cM. 4.2.1). Ctagust «OcyluecTneHne» (cm. 4.2.2 n
5.2) oxBaTbiBaeT 3aTem BHeapeHue u obecneveHve yHKUMO-
HMPOBaHWSA 3TUX Mep yrnpaBneHns

MeHem)XMeHT 6e3onacHoOCTU

YYacTHVKM OOMKHbI NMPUMEHSITb BCECTOPOHHMIM
noaxo K MeHegKMeHTy 6e3onacHocTuy

MeHeaxMeHT puckoB npeacTasnsaeT cobow npouece, BKIo-
Yarowwmii B cebsa npenoTepalleHne, obHapyxeHne MHUUOEHTOB U1
pearmpoBaHne Ha HWUX, COMPOBOXAEHWe, aHanu3 n ayauT. Bee
3TV BOMPOCHI pellaT Ha crtagusax «lnaHuposaHue», «Ocy-
wecTtenenuney, «lMpoeepka» n «dencrene»

NMoBTOpHas oueHKa

Y4yacTHUKM OOIMXHbl aHann3npoBaTb U NMOBTOP-
HO OLleHMBaTb COCTOsIHME 6e30MacHOCTM MHOpMa-
LIMOHHBIX CUCTEM U CETEW, U BHOCUTb COOTBETCT-
ByOLIne U3BMEHEHUA B NOJNTUTUKY, NPAKTUKY, MEPbI N
npouenypbl 6e3onacHocTn

MepeoueHka (MOBTOpHasi oLeHKa) MHpopMaLuoHHon G6e3o-
nacHocTu sBnseTcsa 4YacTtbio ctagum «lposepkay» (cm. 4.2.3,
pasgen 6 u 7.3), HA KOTOPOW [OIMKHbI ObITb NPEANPUHATDI
perynspHble aHanm3bl 3 EKTUBHOCTM CUCTEMbI MEHEXXMEHTA
NHOpMaLMOoHHON 6e3onacHOCTH, a NOBbILLIEHUE YPOBHSI 6e30-
NMacHOCTM ABNSIETCS YacTbio cTaguu «[ericteue» (cm. 4.2.4, 8.1,
8.21n8.3)
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MpunoxeHne C
(cnpaBo4Hoe)

rOCT P UICO/M3IK 27001—2006

CpaBHeHMe CTPYKTYpPbl HAaCTOSALLEro CTaHAapTa Co CTPYKTYpamMn MeXAYyHapoAHbIX CTaHBApPTOB
MUCO 9001:2000, NCO 14001:2004

B tabnuue C.1 npueeaeHo cpaBHeHue cTpyktyp MCO 9001:2000, NCO 14001:2004 1 HacTosiLLero cTaHaapTa.

Tabnuya C.1— CpasHeHue cTpykTyp MCO 9001:2000, UCO 14001:2004 1 HacTosiLLero cTaHaapTa

Hacroawwn ctaHgapT

MCO 9001: 2000

MNCO 14001:2004

BeeneHue
O6LLUme nonoxeHus
MpoueccHbIn nogxoa

B03MOXXHOCTb COBMECTHOTO UCMOSb-
30BaHUsi C APYrMMK CMCTEMaMm yrnpas-
nexus

BeeneHue
O6LLme nonoxeHus

MpoueccHbIn nogxoa
Csasb ¢ MCO 9004 [9]

CoBMecTUMOCTb C apyrmmm  cuc-
TeMaMn MeHe>KMeHTa

BeeneHue

1 Obnactb NpMMeHeHust
1.1 O6LWKe nonoxeHus
1.2 lNpumeHeHne

1 O6nactb NpMMeHeHus
1.1 O6Lwme nonoxeHus
1.2 MNpumeHeHune

1 ObnacTtb NpMMeHeHus

2 HopMaTuBHbIE CChINKK

2 HopMaTtuBHbIE CCbINKU

2 HopMaTuBHbIE CCbINKU

3 TepmuHbI 1 onpepenexHus

3 TepMuHbI 1 onpegeneHns

3 TepmuHbI 1 onpegenexHns

4 Cwncrtema meHegXmeHTa WHGOp-
MaLMOoHHOW 6e30nacHOCTM

4.1 O6wwme TpeboBaHus

4.2 Paspabotka CMWB. Ynpas-
nexHve CMUB

4.2.1 Paspabotka CMANB

4.2.2 BHegpeHne u yHKUMOHUPO-
BaHne CMUb

4.2.3 lpoBeaeHNne MOHUTOPUHra U
aHanunsza CMUB

424 Tlopoepxka W yny4weHue
CMNB

4.3 TpeboBaHusa kK JOKYMEHTauun
4.3.1 O6Lme nonoxeHus

4.3.2 YnpaBneHne JOKyMeHTamMu

4.3.3 YnpaBneHue 3anucsamm

4 Cuctema MeHe)KMeHTa Ka4yecT-
Ba

4.1 Obwue TpeboBaHUA

8.2.3 MOHUTOPUHI 1 un3MepeHue
npoveccos

8.2.4 MOHUTOPUHI U Kn3MepeHne
npoayKumm

4.2 TpeboBaHusa K AOKYMEHTaLun

4.2.1 O6LMe nonoxeHuns
4.2.2 PykoBoACTBO MO KayecTBy

4.3.2 YnpaBneHue gokyMeHTaumen

4.2.4 YnpaBneHuve 3anucsamu

4 TpeboBaHusA cuctembl yn-
paBrneHusi B 06nacTu oOxpaHsbl
OKpyxatoLen cpeapl

4.1 O6wume TpeboBaHUs

4.4 BHegpeHue u akcnnya-
Taums

4.5.1 MOHUTOPUHT K Wn3Me-
peHve

4.4.5 Mepbl KOHTpONSA OOKYy-
MeHTaumm

4.5.4 Mepbl KOHTPOMS B OTHO-
LUEHUW Y4eTHbIX 3anvcem

5 OTBETCTBEHHOCTb PYKOBOACTBA
5.1 ObsazaTenbCTBa pyKOBOACTBA

5 OTBETCTBEHHOCTb pykoBoACTBa

5.1 Obs3aTenbCcTBa pykoBOACTBA
5.2 OpveHTauuns Ha noTpebuTens

5.3 MNMonuTtuka B obnactn kayecTBa

5.4 MNnaHupoBaHue
5.5 OTBeTCTBEHHOCTb, MOJIHOMO-
4ns n obmeH nHdopmMaumen

4.2 Monutnka B obnactn ox-
paHbl OKpYXXatoLLel cpeabl

4.3 MNnaHnpoBaHue
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FOCT P NICO/MIK 27001—2006

OkoHy4yaHue mabnuusi C.1

Hacroswwn ctaHgapT

MCO 9001: 2000

MNCO 14001:2004

5.2 YnpaBneHue pecypcammu

5.2.1 ObecneyeHne pecypcammu

5.2.2 TlogrotoBka, OCBeOOMIEH-
HOCTb 1 KBanudukaums nepcoHana

6 YnpaBneHue pecypcamu

6.1 ObecneyeHune pecypcamm
6.2 Yenoseyeckue pecypcol

6.2.2 KoMneTeHTHOCTb, OCBEeOOM-
JNIEHHOCTb 1 NOAroTOoBKA

6.3 iHdpacTpykTypa

6.4 MNMpounsBoacTBEHHAs cpeaa

442 O6y4yeHue, ocCBeAOM-
JIEHHOCTb U KOMMNETEHTHOCTb

6 BHyTpeHHue ayautel CMUB

8.2.2 BHyTpeHHue ayauTbl (npo-
BEPKM)

4.5.5 BHyTpeHHUI ayanT

7 Ananu3 CMWB co cTopoHbl py-
KOBOACTBa

7.1 O6Lwme nonoxeHus

7.2 BxogHble OaHHble Ans aHanusa
CMWNB

7.3 BbixogHble [aHHble aHanusa
CMNB

5.6 AHanmM3 coO CTOPOHbI
BOACTBA

PYyKO-

5.6.1 O6Lwme nonoxeHus

5.6.2 BxogHble gaHHble Onis npo-
Be[leHNs1 KOHTPOSILHOIO aHanmaa

5.6.3 BbixogHble [OaHHbIE KOHT-
ponbHOro aHanusa

4.6 KOHTpOnbHbIN aHanu3 co
CTOPOHbI PYyKOBOACTBA

8 Ynyywenne CMNB

8.1 lNocTosiHHOE ynyulleHne

8.2 KoppektupytoLine aencransi

8.3 Mpenynpexaatowme aencTeus

8.5 CoBeplueHCcTBOBaHME

8.5.2 HenpepbiBHOE COBEpLUEHCT-
BOBaHue

8.5.3 KoppekTupytowwime gencrams

8.5.4 MNpeBeHTNBHbIE OENCTBUSA

4.5.3 HecootBeTcTBME, KOp-
PEKTUBHbIE U  MNPEBEHTUBHbIE
aencreungd

Mpunoxenwne A Lienu 1 mepsbl ynpas-
nexHvs

MpunoxeHne A PykoBoacTso
Nno WCMNONb30BaHUIO 3TOr0 CTaH-
aapta

Mpunoxenne B MpuHumnsl O3CP un
HaCTOSALWMIA CcTaHaapT

Mpunoxenne C CpaBHEHWE CTpyk-
Typbl HACTOSILLEro cTaHgapTa co CTpykK-
TypaMmyn MeXayHapoOHbIX CTaHAapToB
MCO 9001:2000, NCO 14001:2004

MpunoxeHne A CooTtseTtcTBME
NCO 9001:2000 n MCO 14001:2004

CooTBeTCTBUE MexXay
MCO 14001:2004 wu
MCO 9001:2000

MpunoxeHne D CeepeHus o cooT-
BETCTBMM HaLUMOHanbHbIX CTaHOapToB
Poccunckon ®depepauum  CCbINIOYHBIM
MeXayHapoAHbIM cTaH4apTam

24




Ta

rOCT P UICO/M3IK 27001—2006

MpunoxeHune D
(cnpaBo4Hoe)

CBefeHusi 0 COOTBETCTBMM HauMoHanbLHoro ctaHgapTa Poccuitckon ®egepauum

6nunua DA

CCbINTOYHOMY MeXAayHapoaAHOMY CTaHAapTy

O603Ha4YeHne CCbINTOYHOro
MeXZyHapoAHOro cTaHaapTa

O603Ha4eHre 1 HanMeHoBaHWS COOTBETCTBYHKOLLEro HauMoHanbHOro ctaHgapTa

NCO/M3K 17799:2005

LIMOHHOW 6€e30MacHOCTbIO

FOCT P NICO/M3K 17799—2005
WHdopmaLmoHHas TexHonorust. MNpakTudeckue npasuna ynpasneHust MHgopma-

(]

(2]

(3]

(4]

(5]

(6]
(7]

(8]

(9]

Bubnuorpacusa

O3CP. PykoBoacteo no obecneyeHnto 6e3onacHocTu MHPOPMaLMOHHBIX cucteM U ceTei. CoBepLueHCTBOBaHWE
6e3onacHoctn. — Mapwmx: O3CP, nons 2002
OECD, Guidelines for the Security of Information Systems and Networks — Towards a Culture of Security. Paris:

OECD, July 2002. www.oecd.org

MCO 9001—2000

NCO 14001:2004

NCO/M3K 13335-1:2004

NCO/M3K TO 18044:2004

PykoBoacTtso
NCO/M3K 73:2002

NCO/M3K TO 13335-3:1998

MCO 19011:2002

NCO 9004:2000

Cuctema MmeHepkMeHTa kavecTBa. TpeboBaHusa (Quality management systems —
Requirements)

CucTeMbl ynpaBneHus okpy»atoLeri cpefoi. TpeboBaHWs 1 pyKoBOACTBO MO Npu-
meHeHuto (Environmental management systems — Requirements with guidance
for use)

UHdopmaumoHHas TexHonormsa. MeTtoabl obecneyeHns 6esonacHocTu. Ynpaene-
Hve 6e30MacHOCTbI0 MHAPOPMALIMOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHOMOMMA.
Yactb 1. KoHuenuus n mogenu ynpasneHust 6e30nacHOCTb0 MHPOPMaLIMOHHBIX 1
TeNnekoMMYyHMKaLMOHHbIX TexHonorui (Information technology — Security techni-
ques — Management of information and communications technology security —
Part 1: Concepts and models for information and communications technology
security management)

WHdopmaumoHHas TexHonorus. Metoabl obecneyeHns 6esonacHocTu. Ynpasne-
HVe vHuMaeHTaMmn MHdopmaumoHHon 6esonacHoctu (Information technology —
Security techniques — Information security incident management)

YnpaeneHnne puckom. CrioBapb. PykoBogsiime ykazaHusi N0 UCMOMb30BaHUIO B
craHgaprax (Risk management — Vocabulary — Guidelines for use in standards)
WHdopmaLumoHHasa TexHonorus. PekomeHgaumm no ynpasneHuto 6e3onacHoCTbi0
MHOPMAaLIMOHHBIX TexHornornin. Yacte 3. MetoAbl ynpasneHns 6e3onacHOCTbIO
NHMOPMaLMOHHBLIX TexHonoruin (Information technology — Guidelines for the
management of IT Security — Part 3: Techniques for the management of IT
security)

PykoBoasLme yka3aHusi No ayauTy CMCTEM MeHe)KMeHTa kavyecTBa u/unm cuctem
akonoruydeckoro meHemxmeHTa (Guidelines for quality and/or environmental mana-
gement systems auditing)

CucTteMbl MeHegXMeHTa kavecTBa. PekoMeHgaumm no yny4LueHnio 4esTeNbHOCTH
(Quality management systems — Guidelines for performance improvements)

25



FOCT P NCO/MIK 27001—2006
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01.040.01

KnioueBble crioBa: cucteMa MeHed)kKMeHTa MHOopMaLMOHHOM Ge30MacHOCTM, AOKYMEHTanNbHO odhopMIIeHHas
npoueaypa, UHUMAEHT MHOpPMaLIMOHHON Be3onacHoCTH





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [595.276 841.890]
>> setpagedevice




